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Defence  research  in  Sweden  is 
organized  on  lines  compatible 
with  the  alliance-free  policy  of 
the  country.  The  research  must 
be  broadly  based,  and  many  prob¬ 
lems  have  to  be  tackled  from 
the  bottom  before  they  can  be 
brought  to  a  practicable  solution. 
In  many  aspects  defence  research 
cannot  be  regarded  as  an  isolated 
matter,  and  therefore  it  has  to 
be  coordinated  with  civil  sci¬ 
entific  research.  Among  the  many 
university,  industrial  and  military 
organisations  which  in  Sweden 
are  involved  in  defence  research, 
the  central  organization  is  the 
Research  Institute  of  Swedish 
National  Defence.  i.e.  FOA. 

A  few  figures  may  be  of  in¬ 
terest.  For  the  fiscal  year  1967 
68  FOA  has  been  granted  69 
million  Swedish  Kronor  (about 
1 4  million  dollars):  the  number 
of  its  employees  is  about  1500. 
In  addition,  a  large  number  of 
scientists  contribute  to  the  work 
of  FOA  on  a  consultative  basis. 

The  activities  of  FOA  are 
divided  mainly  into  four  scientif¬ 
ic  departments.  FOA  1  works 
with  problems  in  chemistry  and 
medicine.  FOA  2  with  physics. 
FOA  3  with  electronics  and  tele¬ 
communication.  FOA  4  with 
nuclear  physics  and  nuclear 
chemistry.  In  addition  to  these 
four  departments.  FOA  has  a 
division  for  Research  Planning 
and  Operations  Research.  FOA 
P.  a  Materials  Research  Division. 
FOA  M.  and  a  special  Military 
Electronics  Laboratory.  FTL.  for 
type  testing  and  standardization 
of  electronic  components  and 
equipment.  And  finally  an  ad¬ 
ministrative  department.  FOA  A. 

One  of  the  main  problems  in 
scientific  research  is  how  to  get 
an  effective  internal  and  external 
information  service.  In  the  mat¬ 
ter  of  defence  research  there  are 
.special  problems  associated  with 
military  secrecy.  Much  attention 
has  been  paid  to  information 
problems  at  FOA.  In  the  sphere 


of  external  information  about  the 
activities  of  FOA  several  series 
of  reports,  journals  and  informa¬ 
tion  booklets  are  now  available. 
Most  of  these  publications  are 
written  in  Swedish,  but  some  of 
them  are  available  also  in  Eng¬ 
lish.  The  most  important  of  these 
publications  are: 

Reseurch  Institute  of  Swedish 
Nulionul  Defence,  a  short  pub¬ 
lication  on  FOA  and  its  activi¬ 
ties. 

FOA  Reports,  a  series  of  ori¬ 
ginal  research  reports  distributed 
to  libraries  and  research  organi¬ 
zations  all  over  the  world. 

FOA  Reprints,  a  series  of 
scientific  papers  which  FOA 
scientists  have  published  in  inter¬ 
national  journals  and  other  pub¬ 
lications  outside  FOA. 

The  first  issue  of  the  series 
FOA  orienienir  <?.!/...  (FOA 
Informing  on  . . .)  to  become 
available  also  in  English  was 
"FTL — The  Swedish  Military 
Electronics  Laboratory",  describ¬ 
ing  the  activities  of  FTL  in  the 
fields  of  reliability  research, 
standardization,  and  type  testing. 

The  purpose  of  the  series  FOA 
orienterur  OM  ....  of  which  this 
is  the  second  English  issue,  is  to 
present  easily  and  broadly  under¬ 
standable  surveys  in  advanced 
research  domains.  The  various 
publications  are  written  by  spe¬ 
cialists  from  the  research  staff 
of  FOA.  but — as  in  the  case  of 
this  issue.  “Electronic  Warfare" 
— they  do  not  necessarily  con¬ 
cern  Swedish  conditions.  On  the 
other  hand  the  OM  publications 
always  deal  with  fields  in  which 
FOA  is  in  some  way  involved. 

From  the  secrecy  point  of 
view  this  O.M  issue.  "Electronic 
Warfare",  has  been  extremely 
difficult  to  write.  In  the  way  it 
has  been  published.  "Electronic 
Warfare"  may  be  looked  upon 
more  as  a  basic  textbook  than  as 
a  statement  of  the  work  of  FOA 
and  the  conditions  of  Swedish 
defence  in  this  field. 
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The  publication  may  be  divid¬ 
ed  into  two  main  parts,  the  first 
of  which  deals  with  the  histor¬ 
ical.  scientific  and  technical 
foundations  of  electronic  war¬ 
fare  (up  to  page  33).  The  second 
part  is  made  up  of  three  ex¬ 
amples  of  electronic  warfare 
situations. 

The  foundations  of  electronic 
warfare  may  be  regarded  as  al¬ 
ready  available  in  international 
papers  and  other  sources,  and 
consequently  the  value  of  the 
FOA  publication  is  in  this  respect 
the  way  in  which  the  informa¬ 
tion  has  been  summarized  and 


displayed.  As  in  other  OM  pub¬ 
lications  the  illustrative  material 
is  considered  to  give  the  best 
information.  This  is  also  true  of 
the  three  examples  of  electronic 
warfare  situations,  which  are 
rather  particularized.  It  may  be 
stated  that  ibesr  ex?i  inles  are  to 
be  looked  upr  tly  imagi¬ 
nary  situation.  do  not 

allude  to  spcfai  < -.h  con¬ 
ditions.  Similarities  h.  cn  the 
examples  and  Swedish  defence 
sy.stenis  relate  only  to  principle, 
and  they  do  not  imply  evalua¬ 
tions  or  estimates  of  existing 
.systems. 


It  is  believed  that  this  publica¬ 
tion.  “Electronic  Warfare”,  is 
rather  unique  and  that  few  un¬ 
classified  publications  have  pre¬ 
sented  such  a  detailed  and  com¬ 
plete  view  of  the  subject.  It  is 
also  hoped  that  “Electronic  War¬ 
fare”  will  give  some  idea  of  the 
level  of  Swedish  military  elec¬ 
tronics. 
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On  Electronic  Warfare 


Nuclear  weapons  unj  biological 
and  chemical  agents  are  modern 
weapons  in  the  arsenal  of  the 
great  powers,  which  in  the  course 
of  time  have  become  more  or 
less  familiar  to  the  general  pub¬ 
lic.  Through  technical  reports, 
comments  and  discussions  in 
various  publicity  organs  their 
characteristics  and  effects,  and  to 
some  extent  their  consequences 
for  military  strategy  and  policy, 
have  come  to  the  knowledge  of 
the  circle  of  readers  interested 
in  military  technology. 

Another  highly  important  field 
of  military  technology  which  has 


not  become  so  widely  known  is 
that  of  electronic  countertnea- 
sures  (ECMI  and  electronic  u  ttr- 
fure.  To  give  a  summary  defini¬ 
tion  of  these  terms  one  may  say 
that  electronic  countermeasures 
are  technical  instruments  for  in¬ 
ternational  interference  with  the 
enemy's  radio  communications, 
radar,  radio  navigation  systems 
etc.  in  order  to  pul  them  out  of 
action  us  links  in  the  total  mil¬ 
itary  machine.  Electronic  war¬ 
fare  is  the  entire  strategic  and 
tactical  game  that  can  be  played 
— -with  electronic  or  other  coun¬ 
termeasures- — around  these  ex¬ 


This  piihlication  is  the  resitll  of  teamwork 


hy  members  of  FOA  3. 
who  are  presented  in  the  adjoining  pholoftraph. 
(From  left)  Atf  Lindftren.  Rolf  GezeUtts.  Sven  Sunditts. 

Nils-Henrik  Litndquist. 
Giisla  Levin.  Infimar  Persson.  Sven  Hasselrot 


and  Torsten  Linell. 


tremely  important  links  in  a 
modern  military  system,  in  order 
to  maintain  them  in  action  or  to 
eliminate  them,  depending  on 
the  side  on  which  the  game  is 
played. 

Publicity  has  not  beer  al¬ 
together  lacking  in  questions 
concerned  with  electronic  war¬ 
fare.  but  the  material  is  both 
difficult  of  access,  since  it  has 
been  published  almost  exclusivek 
in  technical  journals,  and  is  in¬ 
complete.  insofar  as  it  deals 
particularly  with  purely  techno¬ 
logical  principles  and  equipment 
design  problems,  while  very  little 
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has  been  wriaen  aboul  ihe  role 
i>f  the  equipment  in  operative 
contexts.  This  is  due  to  the  strict 
secrecy  in  all  countries  Nshich 
arc  in  any  \say  active  in  this 
t'ield;  the  reasons  for  this  se¬ 
crecy  will  be  considered  in  the 
next  section. 

But  even  if  there  are  grounds 
for  secrecy  in  certain  respects, 
there  are  also  strong  reasons  for 
imparting  general  information 
about  the  existence  and  signif¬ 
icance  of  electronic  warfare.  In 
this  publication,  therefore,  the 
Research  Institute  of  the  Swedish 
National  Defence  (FOA) —  in 
consultation  with  the  Defence 
Staff — has  wished  to  present  the 
problems  of  electronic  warfare 
in  such  a  way  as  to  enable  the 
general  reader  with  an  interest 
in  military  matters  to  assess  the 
role  that  this  form  of  warfare 
may  assume,  both  in  general  and 


in  relation  to  our  own  defence 
problems. 

Within  FOA  the  Fleclronics 
Department  (F'OA  ^)  is  r*.*spons- 
ible  for  technological  and  scientif¬ 
ic  research  and  investigations  t»n 
questions  of  electronic  warfare. 
In  a  way  one  may  say  that  it 
is  the  main  ]ob  of  the  Depart¬ 
ment.  It  conducts  studies  of 
communication,  navigation,  and 
radar  techniques,  and  of  counter¬ 
measures  against  them.  Ihese 
studies  cannot  be  conducted  scp 
aratcly.  however,  but  must  be 
coordinated:  an  idea  for  a  nev\ 
radar  solution  brings  up  the 
question  of  cimnteriiieasurcs. 
just  as  a  new  countermeasure 
against  a  navigation  sxsicm 
brings  up  the  question  of  electro¬ 
nic  counier-countermeasiiies 
(FX  C  M).  This  continous  internai 
technical  duel  within  the  l>epari- 
ment  is  a  small  scale  model  ot 
what  is  happening  on  the  inter* 


natumal  miliiais  scene,  and  i(  is 
intended  U>  provide  the  Swedish 
IXdence  with  a  basis  for  optimal 
balance  in  equipment  procure¬ 
ment.  Ihis  goal  has  ft»und  prae- 
Jical  expression  in  the  piepara- 
tion  of  this  puhliealiim.  in  that 
the  members  of  the  team  ot 
authors  have  their  daily  work  in 
widely  different  parts  of  the 
Department  s  organization. 

These  remarks  must  suffice  as 
presentation  of  F(),\  .Vs  engage¬ 
ment  in  questions  of  cleeironie 
warfare.  Fi)r  reastms  of  seerec;. 
no  concrete  exemplification  will 
bo  given  i>f  specific  assignments 
at  FO.A.  ntu  a  technical  account 
of  equipment  or  projects  which 
ctmeern  the  various  branches  of 
defence.  I  hi>pe  nevertheless  that 
this  will  not  make  the  publica¬ 
tion  uninteresting,  but  that  it 
will  fulfil  its  informational  pur* 
ptKC  as  indicated  above. 


History  of  Electronic  Warfare 


rhc  course  of  the  second  world 
war  was  characterized  to  a  large 
extent  by  two  great  innovations, 
the  large-scale  use  of  armoured 
vehicles  and  bombing  aircraft, 
and  the  methods  of  defence 
against  them,  antitank  weapons 
and  air  defence.  A  third  new 
technical  feature  was  the  use  of 
electronics  for  new  functions 
and  on  a  wider  scale,  without 
which,  in  fact,  the  expanded 
tasks  of  air  warfare,  both  offens¬ 
ive  and  defen.sive.  would  have 
been  impossible. 

At  that  time  the  first  modern 
radio  navigation  systems  came 
into  use  to  guide  the  bombing 
aircraft  to  their  targets  in  dark¬ 
ness  and  poor  visibility.  But  at 
the  same  lime  the  first  radar 
systems  were  developed,  both 
ground-based  to  give  early 
warning  of  air  attack,  and  fire- 
control  and  airborne  intercept 
radar  to  help  the  active  air  de¬ 
fence  weapons  in  their  task. 
Radar  proximity  fuzes  were  in¬ 
troduced  for  exploding  anti-air¬ 
craft  shells,  radio  methods  were 
developed  for  guiding  bombs  in¬ 
to  their  path  of  descent,  radar 


and  radio  navigalU>n  found 
marine  applications  as  well,  to 
name  only  a  few  examples. 

But  these  developments  were 
also  a  challenge  to  try  to  jam  the 
enemy's  radar  and  radio  equip¬ 
ment.  and  the  "Kleclronic  War" 
was  thus  an  established  fact.  It 
was  a  silent  war.  without  front¬ 
line  reports  or  other  publicity, 
hut  it  often  had  a  great  signif¬ 
icance  for  the  course  of  the  war 
as  a  whole,  and  it  was  full  of 
dramatic  situations. 

During  the  bombing  of  Britain 
in  the  winter  of  1940-41  the 
Germansemployed  a  system  with 
the  code  name  "Knickebein”  to 
guide  the  planes  to  the  bomb- 
release  point.  The  British  had 
the  great  ingenuity  to  detect  and 
analyse  this  system,  based  on  a 
number  of  directional  radio 
transmitters,  before  it  came  into 
operational  use.  They  construct¬ 
ed  a  countermeasure  consisting 
of  a  large  transmitter,  the  signals 
from  which  were  mixed  with  the 
control  signals  so  that,  without 
knowing  it.  the  bomber  was  led 
to  a  false  bomb-release  point. 
The  same  thing  happened  with 


other  systems  which  were  em¬ 
ployed  later,  and  it  is  calculated 
that  as  a  result  of  jamming  only 
one  fifth  of  the  total  bomb  load 
reached  the  target  areas. 

At  midnight  on  (-ebruary  27. 
1942.  a  small  group  of  parachut¬ 
ists  landed  on  a  coastal  plateau 
at  Bruneval  just  north  of  l.e 
Havre.  They  quickly  overcame 
the  local  defence  and  held  it  in 
check  while  a  group  of  techni¬ 
cians  examined  and  dismantled 
a  peculiar  installation  on  the 
edge  of  the  cliff;  the  group  then 
made  its  way  down  to  the  beach 
where  it  was  picked  up  by  units 
of  the  British  navy.  This  was  the 
first  military  raid  made  against 
the  German-occupied  French 
coast,  its  aim  being  to  procure 
information  about  what  was — 
rightly — su.spected  to  be  a  new 
German  fire-control  radar.  This 
information  and  the  captured 
items  of  equipment  were  later 
invaluable  lor  the  protection  of 
the  allied  armadas  against  the 
German  anti-aircraft  defences. 

One  such  protective  method 
was  "Window",  i.e.  strips  of 
metal-coated  paper,  which  were 
scattered  in  large  numbers  from 
bombers  and.  through  their  re¬ 
flections.  produced  innumerable 
deceptive  and  masking  echrxts 
on  the  anti-aircraft,  fighter  and 
air  surveillance  radar  screens. 
1  he  idea  had  actually  been  con¬ 
ceived  before  the  war.  but  its 
use  in  practice  was  delayed  part¬ 
ly  on  account  of  doubt  as  to  its 
effect,  partly  from  a  fear  that 
the  enemy  could  use  it  with 
greater  result.  In  the  summer  of 
194.1.  however,  it  was  ilecidcd  to 
use  the  method  in  the  large-scale 
attacks  on  Hamburg,  and  the 
result  in  the  form  of  confusion 
of  the  air  defence  surpassed  all 
expections.  It  is  part  of  the  irony 
of  history  that  the  same  tech¬ 
nique  had  been  developed  in 


This  photograph,  taken  by  a  Britlah  raconnalasanca  aircralt.  gave  lha  llrat 
Indication  of  tho  Oorman  lira  control  radar  "WUrzburg"  and  lad  to  tha 
Brunaval  raid,  wall-known  in  tho  annali  ol  tho  technical  Inlalllgonca  aarvica. 
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(Above)  A  radar  piclMre  ot  the  centre  of  Hamburg  with  Lakea  Ausaen-Alaler 
and  BInnan-Alater;  between  them  Lombard  Bridge.  (Below)  The  same  area 
after  radar  camouftaglng;  Blnnen-Alater  la  covered  by  a  atreet-network-like 
retlector  pattern,  and  a  almulated  Lombard  Bridge  cute  oft  the  Inner  portion 
of  Auaaen-Alater. 


(icinuiny.  iind  Citirinj!  had  been 
informed  ahoul  it  in  1942.  His 
main  concern  was  (he  conse¬ 
quences  for  the  Lierman  air 
defence  if  the  allies  got  wind  of 
the  method,  and  he  therefore 
forbade  all  further  work  on  it 
and  had  all  the  documentation 
confiscated,  one  result  being  that 
(he  radar  personnel  in  (he  Ham¬ 
burg  area  were  entirely  un¬ 
prepared  for  the  forms  of  inter¬ 
ference  employed  in  the  giant 
attacks  on  that  city. 

In  general,  howeser.  the  Cler- 
mans  were  by  no  means  lacking 
in  appreciation  of  the  possibil¬ 
ities  of  countering  Ihe  allies' 
electronic  measures.  From  the 
winter  of  194.2-44  and  onwards 
the  allies  used  airborne  radar  on 
their  bombers  for  navigation  and 
bombing;  the  black  areas  re¬ 
presenting  lakes,  mouths  of 
rivers  etc.  on  Ihe  radar  indicator 
were  features  of  navigational 
importance.  This  was  realized  by 
the  Germans  and  a  w  idely  used — 
and  largely  effective — counter¬ 
measure  was  the  camouflaging 
of  open  water  with  rafts  carry¬ 
ing  a  set  of  radar  reflectors. 

■|'he  high-poini  of  electronic 
warfare  during  the  second  world 
war.  however,  was  in  conjunc¬ 
tion  with  the  invasion  of  Nor¬ 
mandy  in  1944.  I  here  it  formed 
p;irl  of  an  overall  plan,  the  aim 
of  which  was  to  deceite  Ihe  de¬ 
fenders  concerning  the  point  at 
which  the  main  thrust  of  the  in¬ 
vasion  would  come.  Innumerable 
means  were  used  to  this  end: 
mock  concentrations  of  troups 
and  tonnage,  deceptive  radio 
communication,  spreading  of 
rumours,  false  agents'  reports  etc., 
all  designed  to  create  Ihe  im¬ 
pression  that  Ihe  main  effort 
would  be  across  the  Straits  of 
Dover.  The  role  of  electronic 
warfare  was  in  broad  outline  as 
follows. 

On  the  days  before  Ihe  inva¬ 
sion  the  radar  stations  were  sub¬ 
jected  to  heavy  bombardment 
which,  however,  left  a  number 
of  stations  intact  on  the  simulat¬ 
ed  invasion  coast  but  only  a  few 
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on  the  intended  site  of  the  real 
invasion.  At  the  time  of  the 
actual  invasion  the  remaining 
stations  were  subjected  to  jam¬ 
ming  which,  however,  was  less 
intense  in  the  Calais  sector. 
There,  instead,  aircraft  were  sent 
out  which  slowly  circled  for¬ 
wards  at  low  altitude,  releasing 
window  in  order  to  simulate  a 
large  invasion  fleet  on  the  move. 
As  is  known,  this  entire  decep¬ 
tive  operation  succeeded  in  its 
strategic  intention:  the  setting-in 
of  the  strategic  reserve  to  rein¬ 
force  the  defence  in  the  critical 
sector  was  delayed  so  long  that 
the  invasion  forces  gained  a 
firm  foothold.  One  single  authen¬ 
tic  observation  of  the  actual 
invasion  force  was  reported  to 
headquarters  from  a  radar  sta¬ 
tion  near  Caen,  but  it  disappear¬ 
ed  in  the  welter  of  fal.se.  contra¬ 
dictory  or  irrelevant  reports. 


As  the  examples  show,  the  use 
of  new  electronic  systems  and 
new  countermeasures  to  them 
was  due  to  the  desire  to  obtain 
surprise  in  conjunction  with  an 
important  operation,  and  this 
necessitated  very  strict  serreey 
around  the  systems  that  were 
being  developed.  A  similar  se¬ 
crecy  has  been  customary  also 
during  the  period  since  the  war. 
This,  perhaps,  does  not  apply  so 
much  to  new  electronic  measures 
— radar  stations.  navigation 
systems,  guided  missile  systems 
— the  essential  data  of  which 
cannot  be  kept  secret  in  practice 
after  they  have  come  into  use  for 
training,  exercises  and  opera¬ 
tional  service,  but  it  docs  apply 
to  a  very  great  extent  to  the 
electronic  countermeasures,  as 
regards  their  operative  status, 
functions  and  practical  perform¬ 
ance. 


The  reasons  for  this  secrecy  , 
however,  are  no  longer  the 
same.  One  cannot  now  expect  to 
achieve  any  major  strategic  sur¬ 
prise  at  the  outbreak  of  a  con¬ 
flict  by  means  of  a  new  type  of 
countermeasure — the  technical 
possibilities  are  all  too  well 
known  for  that;  nor  is  there 
reason  to  plan  a  series  of  suc¬ 
cessive  tactical  surprises  when 
the  prospect  of  a  rapid  and  de¬ 
vastating  outcome  based  on  nuc¬ 
lear  weapons  is  the  alternative  to 
which  the  main  attention  must 
be  paid.  No.  the  difference  is, 
quite  simply,  that  there  has  been 
peace  btween  the  great  military 
powers  since  lyd.s.  This  does  not 
mean  that  each  individual  nation 
does  not  make  the  military  pre¬ 
parations  needed  for  armed  con¬ 
flict.  The  tactical  succession  of 
new  measures  and  countermeas¬ 
ures  during  actual  war  has  given 


way  to  a  similar,  ptfacetime. 
succession  of  equipments  and 
doctrines  in  respect  of  measures 
and  countermeasures  introduced 
in  the  armed  forces  as  technol¬ 
ogy  has  developed  and  intell¬ 
igence  concerning  the  opponent's 
technical  dispositions  has  be¬ 
come  available.  Viewed  in  this 
light,  the  electronic  armaments 
race  dtres  not  differ  in  principle 
from  that  in  other  technological 
fields.  The  reason  for  secrecy  is, 
quite  simply,  the  desire  to  create 
an  iiimrniiniy  in  other  powers 
as  to  how  far  one  has  come,  an 
uncertainly  which  may  be  pre¬ 
sumed  to  have  a  deterrent  effect 
on  aggression. 

From  these  points  of  view  it 
may  seem  as  though  the  general 
secrecy  surrounding  electronic 
countermeasures  is  unnecessarily 
strict.  This  may  be  so.  but  there 
are  some  special  rea.sons  for  it. 
One  is  that  electronic  equipment 
is  fairly  flexible  in  use  and  that 
its  technical  data  can  often  be 
quite  easily  modified.  If  it  is 
known  that  the  opponent  has  a 
jamming  equipment  which  is 
operative  within  a  given  fre¬ 
quency  range  and  at  a  given 
power  level,  it  can  often  be  quite 
easily  parried,  for  example  by 
detuning  or  change  of  tubes. 


■Another,  perhaps  more  profound, 
reason  is  that  the  effect  of  jam¬ 
ming  of.  for  example,  a  radar 
system  is  so  difficult  to  assess 
that  certain  forms  of  interfer¬ 
ence  may — even  if  they  are 
knrrwn  in  principle — have  a  more 
or  le.ss  overwhelming  surprise 
effect  in  the  opening  stage  of  a 
conflict. 

Under  these  conditions,  there¬ 
fore.  a  kind  of  i/r«»ui,e-/>our<f 
ii  tir  has  been  waged  between  the 
designers  of  electronic  measures 
and  countermeasures  during  the 
last  20  years  without  any  actual 
confrontation  taking  place.  The 
Korea  War  was  not  of  a  char¬ 
acter  which  required  advanced 
electronic  weapons:  nor  the  Cuba 
crisis  either,  even  if  it  gave  ri.se 
to  technologically  qualified  re¬ 
connaissance  tasks.  In  conjunc¬ 
tion  with  the  repeated  Berlin 
cri'i';  the  use  of  window  has 
urmetimes  been  reported  as  a 
risk  for  civil  aviation:  but  it 
appears  as  if  the  psychological 
warfare  element  involved  there¬ 
in.  and  in  the  publicity  surround¬ 
ing  it.  has  been  the  most  impor¬ 
tant  factor.  On  the  other  hand, 
the  Vietnam  conflict  does  .seem 
to  involve  some  trial  of  strength 
in  the  electronics  field. 


It  is  known  that  electronically 
controlled  anti-aircraft  missiles 
of  Soviet  type  have  been  used  in 
North  Vietnam;  it  is  also  known 
that  the  losses  they  have  caused 
to  atl::cking  .American  aircraft 
have  been  very  slight.  What  this 
may  be  due  to — poor  quality  of 
weapons,  inexperienced  operating 
staff  or  effective  countermeas¬ 
ures — cannot  at  pre.sent  be  de¬ 
cided:  hut  the  American  military 
and  electronics  press  has  report¬ 
ed  that  specially  equipped  planes 
accompany  the  bombers  in  order 
to  locate  the  missile  bases  and 
to  take  countermeasures  con¬ 
sisting  both  of  jamming  of  the 
missile  radar  and  of  evasive  ac¬ 
tion  by  the  attacking  aircraft.  It 
is  also  stated  that  the  U.S.  Navy 
has  used  "Shrike"  missiles,  which 
are  designed  to  home  on  and 
destroy  radar  stations,  but  that 
the  result  has  hitherto  been 
comparatively  modest. 

It  is  hardly  likely,  however, 
that  the  most  advanced  electronic 
methods  would  be  used  in  a  con¬ 
flict  of  this  kind.  One  may  e.\- 
pect  that  there  are  other  elec¬ 
tronic  weapons  kept  in  reserve, 
in  the  event  of  a  direct  confron¬ 
tation  between  the  great  powers. 


i) 


The  Role  of  Electronics  in  the 
Weapon  Systems  of  Today 


In  order  lo  undcrsiand  the  back¬ 
ground  and  the  conditions  for 
the  achievement  of  combat  econ¬ 
omy  through  the  use  of  elec¬ 
tronic  weapons,  it  is  necessar\  to 
analyse  the  function  of  elec¬ 
tronics  in  modern  weapon  s\s- 
lems. 

One  finds  that  such  military 
engineering  branches  as  weapons 
technology,  aeronautics  etc.  have 
developed  an  increasingh  high 
degree  of  efficiency .  speed, 
range,  altitude,  coverage,  etc. 
Phis  had  led  to  correspondingly 
stricter  requirements  of  survvil- 
lamc,  coonlimttion  umJ  lotifrol 
of  the  combat  systems  in  order 


that  technically  and  tactically 
effective  results  may  be  attained. 
In  the  ntajorily  of  cases  thc'c 
requirements  can  be  met  only 
through  the  use  of  electronics, 
chiefly  because  of  the  r</rie<-. 
\pciii.  vtiptnify.  ituU  fHuJvmv 
w  cuthet.  and  ^•m  i^i^>n  that  are 
thereby  attatneJ.  Flectronic 
methods  and  equipments  have 
therefore  become  indispensable 
ct>nip(>ntnf\  in  many  military 
systems,  without  which  the  other 
adN  ances  in  weapon  systems  can¬ 
not  be  effectively  utilized. 

An  example  is  the  large  radius 
o\'  action  of  ntodern  bt>mber  air¬ 
craft.  This  requires  a  navigational 


system  uhich.  regardless  of 
ground  visibility,  operates  along 
the  entire  route  of  the  attacking 
force  and.  especially  in  the  fina. 
phase,  leads  ihe  aircraft  exactly 
to  their  target  .Apart  from  the 
inertial  navigation  methods,  all 
long  range  and  high  precisu>n 
navigation  systems  are  based  on 
the  use  of  radio  waves.  I'he  pre¬ 
cision  of  inertial  navigation, 
moreover,  dituinishes  rapidly  u  iih 
increasing  distance  unless  very 
advanced  equipment  is  employed. 

Likewise  the  condition  for  de¬ 
fence  against  bombing  attacks  is 
that  the  aircraft  can  be  detected 
ai  st>  great  a  distance  that  fighi- 


An  anti-aircraft  missibla  0  is  guid- 
ad  by  th«  firs  control  radar  0  and 
homing  dovice  0  Into  ongagomortt 
with  tb«  anomy  aircraft  0 .  Tha  lira 
control  radar  racaivas  targat  acqui¬ 
sition  data  from  tha  survafllanca 
radar. 


Tha  fightar  aircraft  0  is  diractad 
by  tha  anamy  aircraft  by  radiocom¬ 
munication  0  on  the  basis  of  data 
from  tha  survaillanca  radar,  and  In 
tha  final  phasa  by  its  own  rapar  0 
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j:u<ii,i  \k\  ihoii  lai^ci  I  he  liMii: 
vlislaiK'cs  and  the  exlieineK 
shot!  iinu-s  .i\.iilahle  leqniie  a 
vet'.  i:ieal  i.tiiiie  .nut  piecisuni  in 
the  tiehtei  .iiKiall  ot  A  A 
missile. 

I  he  ineie.ised  lequiteinems  o\ 
w/ri » //Av'fi  (  afKi  ( f  >1  >N  (il 

ihe  I'peiatioiis  ina\  he  exempli 
tied  h\  the  increased  need  in 
luieleai  vs.niaie  to  I'perale  with 

m. iiu  small  dispersed  lorees 
\shieh.  hiHKe\ei.  imisi  he  eap 
.ihle  (i|  qniek  et>neenliaiit>n  toi 
vlecisi\e  ett'vMis.  1  his  places 
greater  requiremems  than  before 
on  the  means  of  Ci>mnuinleaiion. 
both  for  the  quick  and  reliable 


passine  ol  oulei'-  tt*  the  iimi' 
conceinevl  atul  as  leeauN  the 
ieli.ih»hl\  aiul  speed  i*l  ttie  le 
poitine  units  Sitml.it  requite 
ments  ni  stn  vt  ill.ijtes’  co 

i»tdinatu»i  .xisi  ssilhin  \  \  tie 
lence  Uhett  etteiiu  .iiisi  ilt  .ire 
tlelecletl  I'n  a  sin  xeill.iiKe  r.itl.ii 
.1  tlecisii*n  must  tv  m.itle  vshelhei 
tti  issue  .in  an  i.iid  w.iimti.-  .itul 

ho^^  ti'  ctUM iliti.iie  tile  me.iiis  i*t 

detetice  It  the  eneinx  .iti.iek 
comes  in  u.oes  tu  .it  'exei.il 
pi'inis.  .in  tMtlei  i»l  piiiMities 
must  Iv  decided  I  his  tequnes 
an  elleclixe  thspl.ix  tU  ct*inplie.it 
ed  .iiitl  quickh  ch.ineine  h.iitle 

sijualti>ns 

Ihe  best  \s.i\  usine  iiehtet 
.iiictalt.  A.  \  missiles  .ifit,!  niher 
means  nt  defence  must  Iv  quick 
I\  calculated  and  I'tdeis  must  Iv 
tr  uismitled  over  lone  distances 
to  the  CiHubal  units.  Mete,  acain. 
it  is  the  cleclu>nic  methtnls  t»t 
data  ci'lleclu>n.  displav-  process- 


me  .iiul  ti  .iMsmiss|i*n  ti.ive 

m.ule  It  pi'ssihle  ui  tiillil  the 
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\»*w  ill. it  electiiHiics  h.i^e  I'e 
t,»»me  essential  elements  m  vst.i 
p«»n  s\sivins,  thev  h.ive  .ilsu  he 
c<Mik-  luhur.jhj,  in  these 

s\siems  \  nude. II  ^^e.ipiui  tan 

Ic  s.iusc'il  !»'  miss  Its  f.uL’ei  h\ 
deliidine  the  navie.tium  s\siem 
t»l  the  we.ipon  c.u  tiei  Mist  .is  ^vell 
as  hv  sluuMine  down  the  can  lei 
and  the  all  deteiKe  c.in  iv  ten 
deietl  inellcclive  hv  i.immine  its 
1. ul.it  si.iiii'ns  nisi  as  well  .is  hv 
destumne  its  an  h.isi.-s  o\  ci*m 
in.nul  centies  It  it  pu'ves  cheapei 
t»*  leiluce  the  effect  oi  the  i»p 
ponenl’s  we.ipim  svsiem  hv  elec 
lr<>nic  inierleernce  than  hv  diiecl 
comhat.  .i  r.ilionallv  planmne 
imln.iiv  power  will  quite  wVtiain 
Iv  ehiH'se  this  allei  n.ilive,  I  his  is 
the  economic  basis  for  the  func¬ 
tional  tide  i>f  elect! onic  <  >'un!i  r- 

nit  iiMirt 


The  enemy  aircraft  is  9uided  to  Ihe 
target  0  by  radio  navi9afion  0 
and  its  own  radar  <& 


Military  Electronics 


In  the  light  i»(  \Ah:<t  has  been 
saiJ  about  the  role  ot  cleeiii>nics 
in  modern  weapon  n\ stems  it 
mas  be  as  well  to  briefU  re\ie\^ 
the  most  important  of  the  mil- 
itars  electronie  systems  to  -^ee 
what  are  their  jobs,  how  the\ 
function,  and  what  are  the  scien¬ 
tific  and  technological  conditions 
fi>r  their  operation. 

In  passing,  it  ma\  be  remark¬ 
ed  that  weapon  s\ stems  some¬ 
times  make  11*^0  alst)  of  aids 
based  on  the  optical  frequence 
range.  Fxamples  are  infrared 
homing  devices  and  laser  range¬ 
finders.  As  a  whole,  howeser. 
the  optical  field  lies  outside  the 
scope  of  this  publication. 

The  chief  military  assignments 
for  electronics  are 
sumc.  n>ninii4niinii<>n. 
und  novi^ation. 

By  means  of  <• 

one  attempts  to  define  and  locate 
military  targets.  By  i  tuuniuniuh 
tiiifi  is  meant  the  reporting  of 
the  results  of  reconnaissance  iu 
the  transmission  of  orders  for 
action,  (iuidmuc  and  uuvi^otion 
comprise  methods  for  bringing 
weapons  to  or  near  the  miliiar\ 
target.  It  may  be  added  that 
many  military  systems,  such  as 
the  Swedish  air  defence  system 
Siril  60.  mti.st  be  able  to  per¬ 
form  all  operations  of  surveil¬ 
lance.  communication.  na\iga- 
lion  and  guidance.  Another 
example  of  how  these  combined 
functions  are  necessary  for  carry¬ 
ing  out  a  military  operation  is 
shown  in  the  illustration  on  this 
page. 


Technical  functions 

The  technical  arrangements  for 
performing  these  military  opera¬ 
tions  may  be  classified  under  the 
headings  of  radar,  radio  <y»/n- 
niunii  ation,  tan  and 

miwilc  fHiidatu  c. 


AuloftiAtie  guidance  lo 


/ 


RadtocommiMMcatiort 

•rlWt  ground  slahon 


Illustration  of  attack  on  air 
target,  which  in  this  case 
is  assumed  to  fly  in  on  a 
linear  course.  (0)  Prelimi¬ 
nary  radar  surveillance.  (1) 
Automatic  guidance  to  tar¬ 
get.  (2)  Fire  permission.  (3) 
Cease  fire. 
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Radar 

Htuhir.  i.e.  Kadio  Dcleclinp  and 
Ranging,  is  used  for  surveillance 
of  air.  sea  and  ground  targets. 
The  most  common  form  of  radar 
is  still  the  piihv.l  railur.  which 
works  with  pulsed  signals,  the 
distance  to  the  target  being  de- 
lerm inert  by  measurement  of  the 
time  of  passage  of  a  pulse  to  a 
target  and  hack  (b\  reflection). 
The  bearing  is  determined  in 
principle  by  rotating  the  aerial, 
which  must  have  gintd  direc¬ 
tivity.  so  that  the  received  signal 
attains  maxiiniim.  Kor  determin¬ 
ing  the  altitude  of  the  target  a 
height-finder  radar  can  be  addcil 
to  the  piilscrl  surveillance  radar. 

Radar  is  now  an  cMcnsivch 
ramified  and  refined  technique. 
Radar  types  may  be  classified  in 
several  ways  according  to  which 
factor  or  property  is  chosen  as 


parameter.  I  hc  classificalion  nia\ 
be  biised  I'n  the  basic  radar 
principle,  e  g  whether  the  radar 
works  with  oinpliitidf  (lificrciH  f 
of  the  echo  signal,  like  ordinary 
pulsed  radar,  or  with  frctpH  iu  y 
iHifvreiH  c  such  as  Jopplcr  niJur. 
Radar  may  also  be  classified  ac¬ 
cording  to  whether  it  is  station- 
ar\  or  mobile.  .cromid-huM  i/  or 
uirhonh’  riitlur.  or  to  its  applica¬ 
tion.  siirvcilhim  t\  jirr  t  onlrul  or 
luivifjtilion  (c.g.  in  homing  inis- 
silcsl.  Another  method  of  classi¬ 
fication  is  the  frequenev  band  in 
which  the  radar  works  \L-hiiiiil. 
.\  -luiiitl  rm/iir  etc  ). 

Among  the  more  reccnl  and 
specialized  Ivpcs  of  radar  mav 
he  mentioned  tliric-i/iiiicii.\iiintil 
riiiltir.  w  hich  ma>  K'  regardeil  as 
a  combination  of  surveillance 
and  height-finder  radar  and 
which  prevents  a  kind  of  three- 
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In  military  communications  a 
distinction  is  made  between  two 
main  types  of  network,  namelj 
those  based  on  lines  of  command 
(point-to-point  rystem)  and  those 
which  are  lied  to  a  given  area 
(ttreo  system).  With  the  latter  the 
military  units  can  connect  to  a 
number  of  exchanges  intercon¬ 
nected  by,  for  example,  radio 
link.s.  The  area  systems  are  ex¬ 
pensive  and.  as  yet.  are  used 


only  in  iht  U.S..-\.  Intermediate 
forms  of  the  two  main  types  also 
exist. 

kadii'  comnninicatii>n  can 
work  either  with  stntionnry  or 
mohile  eonneetions.  By  nn>bile 
radio  communication  is  meant 
traffic  with  or  between  ships, 
aircraft,  ground  vehicles,  mobile 
units  or  individual  soldiers. 

A  radio  transmitter  may  be 
designed  either  for  omnuiirei- 


lionol  or  uniitire(  lioiiol  trioismi\- 
ooii.  l.arge  distances  can  be 
covered  by  means  of  strongly 
directional  microwave  radio  link 
connections,  sometimes  passing 
through  several  relay  stations 
(page  .^4). 

The  romte  of  a  radio  ci'mmuni- 
cafion  equipment  is  determined 
by  several  factors  such  as  trans¬ 
mitter  power,  aerial  gain,  re¬ 
ceiver  sensitivity,  and  wave  pro- 


Cron-bmrlng  podtion  finding  agalnit  non- 
diracllonal  radio  baacona  with  thipborna  dlrac- 
tlon  flndar. 


Unidiractlonal  radio  beacon,  ao-callad  A-N  beacon.  North 
of  the  line  of  couree  the  beacon  aenda  ntorae  aignala  for 
"A"  and  aouth  of  It  tor  "N". 


pagution  conditions.  Thc'C  fac¬ 
tors  arc  iisiially  (.’really  depend¬ 
ent  on  the  frequency  teed. 

Radio  and  radar  navigation 

Advanced  technical  methods  are 
often  ii-ed  for  military  nnifen- 
tioii.  in  particular  rad/o  mul  ra¬ 
dar  nav/ear/oH  and  fnertta/  na- 
vi^itlitoi.  Che  latter,  however,  is 
not  an  electronic  method  and 
will  not  he  dealt  with  in  this 
piihlicaiion. 

Fttr  rtulio  luivi^aiiDu  use  is 
made  of  the  linear  propagation 
of  radio  waves  for  determination 
of  direction  and  of  their  constant 
telocily  for  determination  of 
distance. 

If  navigation  is  based  solely 
on  rectilinear  wave  propagation, 
one  gets  radial  lines  of  position 
proceeding  either  from  the  veh¬ 
icle.  e  g.  in  ilin'iiUm  finjiiti;,  or 
from  a  stationary  ground  trans¬ 
mitter.  (liri  i  lioiwl ht'ui  oii  iiuyifM- 
linn.  The  accuracy  of  angle  de¬ 
termination  depends,  among 
other  things,  on  aerial  size  and 
frequency. 

Pircciicn  fiiuliiii’  is  based  on 
the  rectilinear  propagation  of 
radio  waves  and  on  the  direc¬ 
tional  effect  of  the  receiver 


aerial,  l-and-based  ,ioii-ilirt  t  live 
riitlii)  hfut  on.y  act  as  transmitters. 
In  aircraft  the  direction  finding 
receiver  is  aiilomulic  and  is  cal¬ 
led  Fiuiio  lom/nt.s.v.  Direction 
finding  can  also  he  done  from 
ground-based  stations  tigain'-t 
vessels  or  aircraft. 

liitt'clional  /wtunn  mivtiialittii 
is  also  based  on  rectilinear  wave 
propagation.  The  radio  beactms 
are  either  nnulin  i  liniuil  or 
{intnultri'ciitnitil.  The  signal  char¬ 
acter  is  in  some  way  related  to 
the  bearing.  Several  different 
systems  exist. 

For  determination  of  position 
by  pure  range-finding  one  can 
either  measure  the  range  be¬ 
tween  the  vehicle  and  a  station 
or  the  difference  in  range  to  two 
fixed  stations.  In  the  former 
case  one  gels  circular  lines  of 
position,  cin  iilur  .vy.v/c/n.  in  the 
other  hyperbolic  lines  of  posi¬ 
tion  with  the  transmitters  in  the 
focal  points.  /lyper/xd/V  .s.v.'/em, 

Hxamples  of  existing  radio  na¬ 
vigation  systems  are  Consol. 
Decea.  l.oran.  VOR.  These  iircn 
(  otern.ge  .yv.v/cnn  are  used  chief¬ 
ly  for  .genera/  nnv/gnn'on  of  ships 
or  aircraft.  For  precision  na¬ 
vigation  and  for  /nwi/ng  nntl 


ItinJitni  lun  iyinlin/i  {>lher  sy -tents 
are  used,  e  g.  Instrument  l.and- 
ing  System.  U  S. 

Rtular  lun  i^alitin  is  often  u-ed 
both  for  ships  and  aircraft, 
based  on  measurement  of  the 
range  and  hearing  of  the  targets. 
The  display  is  usually  in  the 
form  of  a  map  on  a  plan-po-i- 
lion  indicator.  PPI. 

Radio  and  radar  guidance 

(iiiidance  systems  for  missiles 
are  important  factors  in  elec¬ 
tronic  warfare.  By  guided  mis¬ 
sile  is  meant  a  controllable  un¬ 
manned  weapon  carrier  equipped 
with  rocket  or  jet  engine. 

Ciiiidance  of  the  missile  implies 
that  its  path  to  the  target  is  cor¬ 
rected  for  attitude  errors,  exter¬ 
nal  disturbances,  and  changes  in 
movement  or  position  of  the 
target.  Among  the  various  prin¬ 
ciples  of  guidance  may  be  men¬ 
tioned  rui/ur  /uum'ug.  hitiiii  riti- 
ini’  and  roinnniiul  aiiiiUim  v. 

Riuliir  homing  may  be  u<7/i  i' 
or  .wiiiiniiiif.  In  the  former  ca-e 
the  missile  has  both  a  radar 
transmitter  and  a  receiver  with 
which  it  can  find  the  direction  to 
the  target  and  itself  home  on  the 
target.  A  semi-active  homing  de- 


Omnldirecllonat  radio  baacon.  Tba  signal  characlar  Is  Hyparbollc  navigation.  Tha  recelvar  maasuras  the  lima 

dapandant  on  tha  baaring  %  which  can  thus  ba  mass-  batwaan  signals  from  two  pairs  of  stations  with  a 

urad  with  a  racaivar  In  tha  ship  or  aircraft.  common  master  station.  Tha  navigation  chart  shows  a 

sarlas  of  "rad"  and  "groan"  hyparbolaa  which  in- 
dlcata  tha  position  of  the  vehicle  relative  to  tha  two 
pairs  of  stations. 


vice,  on  the  other  hand,  contains 
only  a  radar  receiver,  while  (he 
target  is  illuminated  front  a 
ground  transmitter. 

Beam  rijini;  implies  genera¬ 
tion  hy  the  radar  of  an  elec¬ 
tronic  guidance  line  front  the 
firing  site  to  the  target  and  that 
the  ntis.sile  contains  equipment 
which  causes  it  to  follow  this 
line. 

Comnuiml  fniitlu/ur.  finally, 
implies  that  the  position  of  the 
missile  relative  to  the  target 
during  homing  is  determined  at 
the  command  centre,  e.g.  by  ra¬ 
dar.  On  the  basis  of  the  received 
data  a  computer  calculates  the 
missile  control  data  and  they  are 
transmitted  to  the  missile  by 
radio. 

Technical  and  scientific 
basis 

Some  technical  functions  of  im¬ 
portance  for  electronic  warfare 
have  been  described  above.  Inso¬ 
far  as  they  come  within  the 
radio  engineering  field,  the^e 


functions  are  dependent  on  cer¬ 
tain  radio  science  factors,  the 
most  important  of  which  will  be 
discussed  below. 

An  electronic  transmission 
system  in  its  simplest  form  may 
be  characterized  by  the  lower 
part  of  the  illustration  below.  In 
a  communications  system  Ian 
e.vample  is  shown  in  the  upper 
part  of  the  piclurel  the  input 
quantity  is  what  the  speaker 
says.  By  means  of  a  microphone 
his  speech  can  be  modulated  on 
a  carrier  wave  and.  by  wire  or 
radio,  transmitted  to  the  receiver 
where  it  is  amplified  and  de¬ 
modulated.  and  the  listener  hears 
the  speech.  Radar  and  naviga¬ 
tion  systems  are  based  on  the 
same  idea,  though  the  working 
principle  is  somewhat  different. 

Attempting  to  give  concrete 
form  to  the  main  parts  of  this 
schematic  system,  one  finds  the 
first  need  to  be  a  voiirerter  (in¬ 
put  device)  from  acoustical  op¬ 
tical  etc.  to  electrical  energy,  and 
further  a  trunsminer.  the  main 


part  of  which  is  a  ^cncnUDr  of 
electrical  energy  for  the  radio 
frequency  carrier  wave.  1  he  trans- 
mission  nu'tliiim  may  be  nirt'. 
the  ntmosphere  or  spat  e.  In  the 
latter  cases  aerials  are  required, 
which  are  converters  of  conduct¬ 
ed  electrical  energy  to  radiation 
energy  and  vice  versa,  one  at  the 
iransmitter  and  one  at  the  re¬ 
ceiver.  After  the  latter  there  fol¬ 
lows  a  eoiix trier  (output  device) 
of  electrical  signal  energy  to  a 
form  of  energy  intelligible  to 
man.  Hsamples  of  such  con¬ 
verters  are  earphones  and  nnlar 
im/ieaiors.  Alternatively,  in  large 
systems,  the  signals  from  the 
receiver  can  be  fed  into  a  com¬ 
puter  for  further  processing. 

.Some  factors  of  special  signi¬ 
ficance  for  military  electronics 
will  he  briefly  discussed  in  con¬ 
junction  with  the  various  build¬ 
ing  blocks. 

An  electronic  system  is  char¬ 
acterized  to  a  large  extent  by 
its  operuiion  freqneney.  The  fre- 
iConi.  on  p.  IXi 
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The  electromagnetic  frequency  spectrum 


Scales  g  and  g  show  the  re¬ 
lations  between  frequency  and 
wavelength  according  to  ( •  /.  = 
c,  where  f  Is  the  frequency  in 
Hz,  >.  the  wavelength  in  m.  and 


MIeroway* 

IR  infrared  waves 
L  tight  waves  (visible  waves) 

UV  ultraviolet  waves 
X  X-rays 


c  the  velocity  of  light  2.988  * 
10’  m  s.  Scale  g  shows  the 
names  of  the  chief  bands  with¬ 
in  the  audio  frequency,  radio 
frequency  and  optical  ranges. 
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Scale  g  shows  some  general 
examples  of  generators  and  of 
applications  within  the  various 
frequency  ranges,  and  scale  g 
the  accepted,  originally  Ameri¬ 
can,  names  ot  the  frequency 
bands  used  in  radar  and  military 
electronics. 
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Fr«qu«ncy  Wav«l*ngth 


Ground  wavo  Inlarfarartca  tona 


Ionospheric  reflection  predominates 
during  night'time.  Insignificant  atten¬ 
uation  of  ground  wave. 


300  kHz  X  1  000 


MF 


Ionospheric  reflection  principally  at 
night-time.  Low  attenuation  at  night, 
high  in  the  day.  and  lower  In  winter 
than  In  summer.  Range  of  ground 
wave  less  than  at  VLF  and  LF. 


3  MHz  X  100 


HF 


Ionospheric  reflection  both  day  and 
night.  The  ionospheric  wave  pr^om- 
inates  and  gives  long  range.  The 
conditions  vary  greatly  at  different 
hours  of  the  day  and  seasons  of  the 
year  and  with  the  time  to  sunspot 
maximum.  The  ground  wave  quickly 
disappears. 


30  MHz  X  10  m 


VHF 


Ionospheric  rellection  only  sporad¬ 
ically.  Groond  wave  heavily  atlan- 
uaiad.  The  range  Is  llmllad  largely 
by  the  horizon.  At  $-10  m  wave¬ 
length,  however,  the  possibility  ol 
Interference  by  an  Ionospheric  wave 
must  be  taken  Into  account. 


300  MHz  4-  I 


UHF 

SHF 

EHF 


/  ^ 


No  Ionospheric  reflection.  Range  lim¬ 
ited  by  the  horizon.  Even  relatively 
small  objects  are  large  In  relation  to 
the  wavelength  and  therefore  cause 
reflections.  Good  possibility  ol  ener¬ 
gy  concentration  by  moans  of  direc¬ 
tional  aerials.  The  weather  conditions 
greatly  affect  the  propagation. 


Propagation  ol  radio  waves  ol  different  Irequency.  (From  Elektrotaknisk  Handbok.) 


quency  scheme  for  electromag¬ 
netic  waves  is  shown  on  page  1 7. 

Another  important  point  is  the 
propugution  loiulilioii.i  ftir  the 
ruttio  H-avi’s  over  the  ground  sur¬ 
face  and  in  the  atmosphere.  The 
various  atmospheric  layers  are 
shown  in  the  picture  on  page  19. 
which  also  contains  some  other 
particulars  of  interest  for  tele¬ 
communications. 


When  the  radio  waves  are 
propagated  in  the  atmosphere, 
they  are  affected  by  different 
factors,  as  are  the  light  waves, 
namely,  refraction,  diffraction, 
absorption,  dispersion,  interfer¬ 
ence  and  reflection.  The  effect  is 
in  all  cases  more  or  less  dejien- 
dent  on  the  frequency:  and  there¬ 
fore  the  propagation  conditions 
— and  so  the  attenuation,  veloc¬ 
ity  and  direction  of  propagation 


of  the  waves — are  usually  great¬ 
ly  dependent  on  the  frequency. 

At  very  short  wavelengths,  for 
example — about  2  cm  and  less 
— the  radio  waves  arc  attenuated 
in  the  atmosphere,  especially  in 
bad  weather,  and  their  range  is 
reduced. 

The  amount  of  attenuation — 
and  equipment  factors  such  us 
the  design  and  size  of  the  trans- 
(Ciiiir.  on  p.  201 
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Section  througn  atmosphere  with  data  of  Interest  lor  telecommunications. 
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SOLID  STATE 
ELECTRONICS 

Allampi  al  atfilam  alliallon  ol 
solid  slals  alscironica.  Tha 
parani  aclanca  (aa  for  carlain 
olhar  appliad  acisncaa)  la  solid 
slats  phyalct  (In  contra).  Tha 
solid  alala  alactronics  flald  la 
dividad  radially  Into  five  groups 
of  malarlals-conducfors,  ssml- 
conductors,  dialactrics,  mag- 
natlc  and  lumlnoscant  ma- 
Isrlals.  On  tha  basis  ol  Ihasa 
matarlals  alacironic  eompo- 
nanis  have  baan  dovalopod, 
a.g.  translators  and  tharmo-ala- 
manls,  or  lha  physical  or  alac- 
Ironlc  aftacta  ara  Indicatad,  a.g. 
radiation  lumlnascanca.  On  the 
periphery  ara  shown  esamplas 
of  alacironic  applications. 


milter  and  receiver  aerials — are 
what  decide  Ihe  range  of  the 
system.  The  picture  on  page  IK 
shows  Ihe  range  within  different 
frequency  bands.  The  propaga¬ 
tion  conditions  differ  for  ground 
M'MVf.v  and  ionospheric  nui  tM. 

The  possibility  of  directing 
radio  wave  radiation  is  of  very 
great  importance  for  many  mi¬ 
litary  electronic  systems.  Radio 
wave  radiation  is  directed  by 
means  of  directional  aerials,  the 
directionality  of  which  increases 
with  the  dimensions  of  the  aerial 
in  relation  to  the  wavelength.  Op¬ 
timal  directionality  is  aimed  at 
in  most  equipments  for  radar. 


■-  /  -  f  j- 


communication,  navigation  and 
guidance. 

The  more  concrete  parts  of  the 
electronic  systems  are  made  up 
of  different  subassemblies  or 
units,  e.g.  transmitters  and  re¬ 
ceivers.  and  these  in  turn  are 


made  up  of  lonipouciiis.  The 
term  coniponeni  is  rather  vague, 
but  a  distinction  is  customarily 
made  between  passirc  eompo- 
nen/s  (e.g.  resistors,  capacitors) 
and  <i(  ti\  e  eomponeius  (e.g.  elec¬ 
tron  tubes,  transistors).  As  ac¬ 
tive  comnonents  in  electronic 


in  recent  years  been  increasingly 
replaced  by  ironsistors  and  other 
solid  stale  eleeironic  components. 
Strictly  speaking,  it  is  only  for 
the  combinalion  of  high  fre¬ 
quency — high  Output  that  no 
particular  prospects  can  yet  be 
seen  for  solid  stale  components. 

This  means  that  they  cannot 
at  present  replace  the  militarily 
important  high  power  micro- 
wave  lubes,  e.g.  radar  transmit¬ 
ter  and  jammer  tubes.  On  the 
other  hand  many  solid  state 
components  can  perform  circuit 
functions  which  electron  tubes 
have  never  been  capable  of. 

The  solid  stale  eleclronics 
field  is  a  vague  and  very  hetero¬ 
geneous  concept.  An  attempt  at 
systematization  is  shown  in  the 
picture  above. 


An  iniporlani  'cclion  of  ihc 
M>lid  ^t;lIo  field  is  the  inunnilitl 
t’tci  triniic  cin  tiil  (IHC). 

which  is  allraclins:  very  great 
interest  within  applied  electro¬ 
nics. 

IFC  implies  the  prefahricalion 
of  small  encapsuled  circuit  units 
containing  10 — 100  component 
functions.  I'hcsc  units,  resem¬ 
bling  components  in  their  ex¬ 
ternals.  are  then  combined  into 
larger  circuits  and  subas.semblics. 
The  chief  use  of  IKC  so  far  has 
been  for  digital  devices,  e.g. 
compulers.  but  efforts  are  being 
made  to  use  IFC'  also  for  the 
microwave  field,  eg.  in  radar 
receivers. 

Microwave  tubes,  a  special 
type  of  electron  tube,  are  used 
as  liivJi  i>ii»  er  gcncrutorv  in  the 
microwave  field.  For  rtitlar 
iriiitsniiilin  the  classical  piilxcJ 
miinin  triiii  is  cheap,  simple  and 
robust,  and  is  still  used  to  a  large 
extent.  In  new  radar  equipments 
increasing  use  is  being  made  of 
transmitting  tubes  with  qtiicker 
frequency  tuning  than  the  con¬ 
ventional  pulsed  magnetron  pos¬ 
sesses. 

Jommintt  mbes  usually  work  on 
a  continuous  basis  and.  according 
to  the  type  of  jamming,  different 


A  lour-tt«ga  micro- 
wave  ampIlTler  tor  1-2 
QHz  with  nolae  (actor 
3dB  and  gain  40  dB, 
made  up  of  Intagral- 
ad  clrcullt.  Ita  alia 
will  ba  aean  by  com- 
parlaon  with  the  coin 
at  the  bottom. 


•  aw 


types  of  microwave  tubes  can  be 
used  for  this  purpose,  such  as 
CW  nmunetrons.  ,\t  ctm  inolrons 
or  troycllini;  ntivr  iiihys.  Ap¬ 
proximate  milputs  at  different 
frequencies  are  shown  in  the 
diagram  on  the  adjoining  page. 
Further  particulars  concerning 
jamming  tubes  will  he  found  in 
the  section  on  "'I'cchniquc  of 
electronic  coiinicrmcasiires  and 
countcr-eounler  measures". 

For  receivers,  e.g.  nuftir  n- 
tfhfrs.  lubes  with  a  low  noise 


factor  are  wanted  in  order  to 
attain  maximal  sensitivity  of  the 
receiver  and  therefore  optimal 
range  of  the  radar.  On  (he  elec¬ 
tron  tube  side  the  main  interest 
is  in  fruvef/mg  ivui-c  tubes  with 
low  noise  factor.  On  the  srtlid 
state  side,  however,  various  de¬ 
vices  have  been  developed,  chief¬ 
ly  tunnel  t/iin/e  umplifiers  and 
paruinetrie  umplifiers,  which 
offer  alternatives  with  practically 
as  good  characteristics  as  those 
of  the  travelling  wave  tubes. 


Intelligence 


•Siiinal  intelligence  is  practised 
by  nianv  countries.  It  is  uiniciJ 
at  other  countries'  communica¬ 
tions — radio,  radio  link,  data 
triinsmission  systems — and  at 
their  radar,  navigation  and  guid¬ 
ance  systems  etc.  The  former 
type  is  usually  culled  tDiiimtiiii- 

i  iiiii  lli.vvm  c  (cominti  and 
the  latter  lUi  tnmic  inltlliin  iuc 
lelint). 

The  object  of  signal  intellig¬ 
ence  is  to  ih'tfct,  idenlify  and 
locdtc  the  rtuliiilUin  soiir<t  \  and 
to  yield  data  which  can  be  toed 
in  different  wavs  after  proces¬ 
sing. 

Signal  intelligence  may  be 
strategic  or  tactical.  .Vtrd/eetV  v/e- 
nut  inu  llim  iHT  is  the  only  means 
of  intelligence  which,  without 
provocation,  reaches  far  into  the 
territory  of  a  presumptive  op¬ 
ponent  in  peacetinte.  when,  in 
fact,  it  has  its  perhaps  greatest 
significance.  Ttutito!  siyinil  in- 

ii  llivi  iHc  is  used  alnu'si  exclu¬ 
sively  in  war  and  is  very  poorly 
documented  in  the  literature.  The 
following  account  deals  with 
strategic  signal  intelligence  even 
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if  it  is  applicable  to  many  ca'cs 
of  tactical  intelligence. 

Acquisition 

of  signal  intelligence  can  be  done 
in  several  ways;  from  fixed  sta¬ 
tions  within  vine's  viwn  territory 
or  from  shipbvirne  or  airborne 
stations  operating  on  or  over 
international  waters.  In  the  case 
of  mobile  stations  both  Fast  and 
West  are  reported  to  use  ferret 
aircraft,  and  the  Soviet  Union 
also  to  use  specially  equipped 
trawlers. 

Ciround-based  intelligence 
often  adequate  against  short¬ 
wave  signalling  at  least  for  main¬ 
tenance  vif  contact  at  distances 
up  to  a  thousand  kilon'etres  or 
more.  Ihe  wave  propagation, 
hviwever.  is  greatly  depcnilent  on 
the  frequency,  on  the  time  of 
day.  on  the  season  of  the  year, 
and  on  the  time  within  the 
eleven-year  sunspot  cycle.  On 
account  of  the  welter  of  irrele¬ 
vant  short-wave  traffic,  manually 
operated  receivers  are  used  al¬ 
most  exclusively,  naturally  in 
combination  with  the  necessary 
reevirding  apparatus  such  as  lele- 


Signal*  within  a  Iraquancg  band  are 
diepiagad  on  a  ecraen  of  the  pano¬ 
ramic  racaivar. 


printers  etc.  Direction  finding  is 
done  from  fixed  stations  of  vary¬ 
ing  type,  the  bearing  being  pre¬ 
sented  visually  or  in  data  form 
after  manual  setting  vif  the  fre¬ 
quency. 

Interception  of  low  power 
ultni  sliifrl-wnvf  or  niiirawiivi' 
communication  (radio  link  and 
non-directive  or  directive  ultra 
short-wave  I  can  in  principle  be 
effected  at  a  distance  roughly 
equal  to  the  distance  to  the  hori¬ 
zon.  A  ferret  aircraft  at  an  al¬ 
titude  of  70tH)  in  thus  has  a 
range  against  these  low-power 
transmitters  of  over  .100  km. 
(onversely.  ultra  short-wave 
communication  from  an  aircraft 
at  this  altitude  can  be  monitored 
frvim  ground  stations  at  the  same 
distance.  In  the  case  of  a  micro- 
wave  link  it  may  be  necessary  ,  at 
these  distances,  to  keep  in  the 
main  lobe  of  the  link — to  within, 
perhaps.  ±  10  kir — even  if  some 
of  ihe  sivie  lobes  at  times  may  be 


Evm  II  tiM  trammittlon  It  diractad.  aa  In  tha  caM  of  a  radio  link,  aoma  onargg  laaka  out  In  olhar  diracllona,  at 
limaa  aufllclanl  tor  a  algiral  Inlarcaptor.  In  lha  axianaion  ol  tha  Una  ol  tha  link  tha  airborna  aignal  Intarcaptlon  can 
attain  aatlatactory  raaulta. 


r 
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U'  mU'K'CpUilll.  I  lulci 
wuiulilioiis  o\  \s;tNc  propagaln'ii 
aiu>iiutl\  ilaiiiv  ct'innuMi  o\ci 
ihc  Haltic,  toi  example,  m  ihe 
^umnle^  sieiiaK  in  ihe  ulna 
•'ht>M  anil  n)iei»)vvave  lanL'e^  ina\ 
durine  ^horl  periods  liom  mi 
Milk’s  [o  da\s  iViK'h  one  inauind 
''laiion  irom  anolher.  exon  a< 
vlisianees  o!  some  hmulieds  ol 
kilometres. 

Ihe  reception  id  ultra  short 
and  micunxaxe  signals  can  he 
done  manual!)  or  aulomatical* 
U.  It  it  is  desired  to  retain  the 
text  ol  the  transmission,  manual 
inethoilsare  used,  exen  it  a  p^in- 
orainie  recetxei  max  he  ot  xalu- 
able  assistance.  Ihe  latter  scans 
coniiniiousK  luei  the  liequencx 
ranee  and  displaxs  the  signals 
on  a  screen  xxilh  a  lieqiiencx 
^cale. 

\gainsi  ravlai  signals  one  can 
Use  either  a  panoramic  receixei 

which  vupeixises  small  pails 
ol  the  trequencx  l\ind.  one  «itiei 
another,  xsiih  great  sensitixiu 
Ol  a  xsidehand  receixei.  xxhich 
receixes  a  larger  tie».|uencx  hand 
at  a  lime  hut  has  a  loxxer  sensiii- 
xilx,  Analxsis  ol  a  paiticulai 
Mgna/  can  he  done  mauua//)  <u 
automaiicallx  Measuiements  aie 
made  of  carriei  tievpiencx.  pulse 
repetition  tiequencx .  puhe  length, 
scanning  pattern  and  other  para¬ 
meters  4>l'  interest  Otlen  a  re¬ 
ceding  is  imiile  on  xideo  tape, 
hut  when  this  is  not  suH'icieni 
eg.  tor  pulse  length  measure¬ 
ments--  4iscilU»sc4'pe  screens  are 
filmed  with  the  signal  reproduc- 
eil  on  different  time  scales. 

Processing 

of  the  informatiei  max  in  some 
cases  Ih‘  saiil  l4>  haxe  starlcil  at 
the  lime  (»f  acquisiihm.  Intell¬ 
igent  selection  hx  the  i>perat4>r 
must  not  he  underestimated,  ,-\c* 
cording  to  open  sources.  Ameri¬ 
can  experience  is  that  data  xxhich 
haxe  Iven  automaiicallx  collect¬ 
ed  liming  ha/aidoiis  enterprises 
cannot  Iv  handled  ow ing  to  their 
enormous  quantitx  Sifting  hx 
the  operator  when  cirllecling  the 
data  can  saxe  main  processors' 
According  \o  this  philosophx  a 


tenet  aiicratt  should  Iv  a  kiiui 
ot  t  lx  mg  lahoi  aloi  x 
Signal  intelligence  against  com¬ 
munications  inxolxes  iialtic  pii* 
cessing  .uul  text  processing  |  i.il 
tic  piocessing  inxidxes  the  elu 
cidalion  ot  network  contiguia 
lions,  lines  id  cimnnand.  i>idei  o! 
battle,  lext  processing  is  thme.- 
from  linguistic  and  cixplidogical 
aspects. 

I  he  results  ot  eleclionic  in 
lelligenee  aie  pri>cesseil  li^r  'cx- 
eral  purposes,  the  main  ;tim 
naluiallx  Iving  to  detect  nexx 
technical  dex  ice'' -- gaps  in  the 
signal  seeurilx  organization  max 
he  greatest  during  the  experi¬ 
mental  period  li»  i>h!ain  ’Miiv 
geipiinis'  v>i  the  opponent's 


equipment  .mil  s\sK-ins  and  li* 
piinide  eatlx  aiKice  loi  plan 
nine  ot  counlei  ineasuies  .\n- 
i»lhei  aim  is  to  ohi.un  direclK 
iiscliil  opeiatixe  ilat*!  such  as 
pi»siiions  ol  ships,  deeiee  ol  .m 
actixits  etc 

<  ompaiisons  .ue.  id  cimise. 
aKii  made  wuh  (he  lesulls  «)( 
olhei  souices  ol  intelligence,  e  g 
pholoeiaphie  and  ladai  lecon- 
M.iissance 

Hx  leciudmg  changes  in  xol- 
nine  ot  II  at  tic.  ladai  aclixiiv 
etc.,  the  signal  mielligencc  im - 
gani/atum  can  lulfil  an  impor¬ 
tant  lunction  .is  an  ".tlaim 
cli»ck”. 

Signal  security 

signal  intelligence  c.in  he  couniei - 
cd  hx  M'jiuil  Minnn.  which  max 
he  on  the  iaclic.il.  signal  engi- 
iKcring  oi  crx ptological  plane. 
Radio  aiul  radar  silence  is  .i 
radical  hut  exlrcmelx  two-edged 
vxeapon.  High  speed  transmission 
(5  -tv  I  'ce.t  on  shoi  i-waxc. 
xxherehx  ih'  signals  are  hidden 
in  irrelexant  traffic,  is  a  xeix 
clfectixe  method.  Directional 
transmission  affords  some  signal 
seeurilx.  .A  link  iiansmiiter  max 
he  difficult  to  locale  since  the 
same  '■pri>giamme"  is  Uansnul- 
ted  at  the  saiue  Irequencx  hv 
scxcral  Stations  in  a  eh.iin.  Iden¬ 
tical  or  landomlx  xarxing  xalues 
of  radar  paiamelers  complicate 
the  identification  and  c.in  make 
it  xerx  difficult  to  comhine  the 
resulting  Ivarings.  I  he  use  of 
one-time  cipher  of  blanket  l>pe 
makes  erx ptological  analxsis  jm- 
pi'ssihlc- 

It  should  he  added  that  the  aim 
of  signal  sesuiilx  is  lo  counlei 
not  onlx  signal  intelligence  hut 
also  lamming  (for  xxhich.  how- 
excr.  intelligence  is  'omelimes 
essc’niial  >. 

In  general  it  max  he  aid  that, 
in  this  aiea  as  xxell.  there  is  the 
same  well-known  miciplax  be¬ 
tween  dexelopmenl  ot  measuie 
and  countermeasure  as  in  main 
other  fields.  Signal  inlelligcnee 
hcciuucs  more  diffieiill.  hut  is 
also  more  difficult  to  coimtci 
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^^ntermeasures 
tfltl--ci«jntermeasures 


Iho  large  \arieiv  ot  niiliiarv 
cleelronie  sVNtems.  aiul  the  ra- 
rUuiN  lactical  icquircmenls  anil 
teehnieal  Caeilide',  hare  given 
rive  (o  a  whole  veriev  of  inelhoilv 
of  jamming,  ^he^>e  may  K'  elav- 
vifieil  in  iliffercnt  wa\v  on  the 
following  prineipics; 

•  /’ii.vvivi'  and  m  lit  f  method'. 
/’ii.v.Mie  nicilh'il\  employ  only 
the  radiation  tran'iiiitted  from 
the  enemy  eleetronie  'ystem. 
.dirive  iiuiIkiJs  imply  that  the 
jammer  generates  radiation  to 
eoiinteraet  the  enemy  eleetro¬ 
nie  sv'tem. 


•  \lii\kiiiv  and  </<<(7>//i<  meih- 
ikIs. 

I'  Htirnivi  ' I  iunmiiif^ 
hits  the  aim  t>f  eoneealing  the 
information  whieh  the  enemy’s 
eleetronie  system  is  intended 
to  eolleet  or  transmit. 

/len  /'rivc  jd/fim/fie  introdnees 
false  information  into  the 
eleetronie  system. 

Passive  jamming 

is  used  ehiefly  against  radar  and 
homing  missiles.  Different  kinds 
of  refleetors  are  med  for  this 


purpose.  In  their  most  element¬ 
ary  form  the'e  eonsist  of  large 
quantities  of  metallic  or  metal- 
li/ed  strips  or  wires.  I  heir  length 
should  preferably  be  adapted  for 
resonance  within  the  frequency 
band  of  the  radar  or  homing 
device  coneerned.  I  he>e  small 
reflectors  can  be  dropped  direct¬ 
ly  from  aircraft  or  guided  mis¬ 
siles  or  from  rockets  fired  from 
aircraft  or  ships.  Owing  to  their 
slow  rale  of  fall  their  action 
eonlimies  for  a  fairly  long  time. 
Vv’indow — as  these  strips  are  cal¬ 
led  -can  he  dropped  both  for 


A  bundle  of  window  (llle  die)  with 
which  en  eircrafi  echo  can  be  slmu- 
laled  on  Ihe  radar  Indicator. 


Within  a  corridor  of  window  dropped  in  advance  aircrall  can  move  unseen  by 
the  defender's  surveillence  radar,  which  gives  them  surprise  In  attack. 


inaNkini:  aiul  ^lc^.vpti^v  parpoH'' 
A  conccniraK'il  cUniJ  of  m'iuc 
lcn>  of  tholl^anJ^  of  strips  pro- 
iliiccs  a  reflection  correspomlini: 
to  that  of  an  aircraft  and  pro¬ 
duces  a  fictitoiis  tarstet  which 
may  confuse  ti  fire  control  lailar 
or  gtiisled  missile.  Strips  fired  tip 
b\  rockets  from  ships  simulate 
the  splash  of  projectiles  ;ind  so 
confuse  the  fire  control.  .Aircraft 
can  he  masked  h\  dropping  win¬ 
dow  in  *er>  large  rjuanlilies  in 
long  lines  or  oser  a  wide  area 
within  which  the  aircraft  can 


nurse  wiihoiii  being  detected  b> 
the  enemy's  radar. 

I'echnical  developments  have 
fiiMiiired  this  method  of  )am- 
niing.  Mtulern  window--metal- 
li/ed  nylon  or  glass  wires — can 
be  Ciirrieil  in  very  large  yiianti- 
ties  in  little  space.  .An  "aircraft 
echo"  thus  requires  only  a  few 
c.c.  of  volume. 

Other  types  of  reflectors  which 
can  be  used  for  generating  false 
targets  are  <  orncr  ref/cr/ors  and 
/  u«< /u  re  n  flci  tnrs.  1  hc'e  both 
have  the  properly  of  reflecting 


When  the  lire  control  radar  has  lock¬ 
ed  on  Ihe  aircraft  during  pulloul,  the 
aircraft  drops  window  continuously 
(or  a  few  seconds.  The  radar  can 
then  be  deceived  Inlo  ranging  on  a 
point  in  Ihe  window  behind  Ihe  air¬ 
craft. 


incident  radiation,  within  a  large 
soliil  angle,  chiefly  back  to  the 
source,  roughly  like  a  cat's  eye 
or  reflev  tape, 

Ihe  i(>rfhr  ri  lUth>r  coilbistv 
in  principle  oC  three  tnelal  plaiev 
pcrpenilieuliir  \o  i>nc  ani^iher  ;tiK! 
joined  logeiher  ^o  as  \o  ionn 
one  <»r  fnoro  "iniernar*  ei>rners. 


The  afreratt  drops  window  under 
simultaneous  evasive  action.  The 
attacking  missile  locks  to  the  win¬ 
dow  and  homes  onto  it. 


The  attacked  vessel  fires  window  rockets  to  simulate  the  splash  of  projectiles 
and  confuse  the  enemy's  fire  control. 


more  modern  and  more 
efficient  echo  enhancer. 


rho  rfiU-ilur  ci»nsi.''l> 

of  a  numhcr  of  conccniric  ^phcl  - 
ical  shelNof  a  malcrial  of  which 
the  rofraclivc  index  decrease' 
with  increasing  radius.  corner 
reflector  or  a  LuneK'ig  refleclor 
in  a  small  boat  or  missile  can 
simulale  a  large  ship  or  aircrafi 
for  a  radar  homing  device 

Active  jamming 

is  efiecled  wiih  barrage  vu  de¬ 
ceptive  jammers  and  can  be  loed 
againsi  the  most  varving  tvpes  of 
cleclronic  measures  such  as  long¬ 
wave  navigation,  short-wave  and 
V  Hb  communication,  microwave 
missile  guidance  and  fire  control. 

I'he  character  of  the  iamming 
signal,  and  therefore  of  the  iam- 


iiiing  apparaliis.  depends  on  the 
nalure  of  the  object  to  be  jam¬ 
med  and  a  knowledge  of  its  data, 
ivn  the  technical  facilities  and  on 
the  tactical  situatiivii.  The  niivst 
universal  jamming  signal  is 
white  noise-,  the  power  of  which 
is  uniformlv  distributed  over  a 
verv  wide  freqiiencv  hand.  Kven 
if  this  method  of  jamming  is 
simple  in  principle,  it  is  often 
difficult  to  ach'cve  owing  to  the 
huge  power  requirement  and 
strict  specifications  as  regarils 
certain  transmitter  components. 
I  suallv.  therefore,  the  attempt 
is  made  lo  match  the  jamming 
signtd  to  the  data  of  the  enenn 
transmitter,  a  knowledge  of 
which  is  acquired  both  from  the 


intelligence  service  and  bv  means 
of  receivers  which  in  most  cases 
form  part  of  the  jamming  ap¬ 
paratus. 

If  the  frequenev  of  the  enemv 
transmitter  cannot  be  determined 
with  sufficient  accuraev.  if  the 
frequenev  is  often  changed  or  it 
several  transmitters  are  lo  K’ 
covered  simullaneouslv .  ii  is 
often  advisable  to  use  u  u/i  -bi/ui/ 
jamming,  Herebv  the  jamming 
power  is  distributed  over  a  wide 
frequenev  band,  perhaps  manv 
MHz  on  \  HK  or  manv  hundreds 
of  MHz  rvn  microwave.  I  his 
method  is  akin  to  the  afore¬ 
mentioned  universal  method,  but 
owing  10  limitations  in  compo¬ 
nent  data  and  power  resources  it 


Narrow-band  jamming  Wide-band  jamming  Repeater  jamming 
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ADVANTAGES 
High  •fflciency. 

Small  weight  and  volume. 

Easy  to  avoid  jamming  of  certain 
frequencies. 

DISADVANTAGES 

Requires  accurate  signal  analysis 
and  trained  operator  or  complicated 
automatic  equipment. 


ADVANTAGES 

Little  signal  analysis  required. 
Simple  setting. 

D  S^,nVANTAGES 
Low  efficiency. 

Large  weight  and  volume. 


ADVANTAGES 

Little  signal  analysis  required. 
Automatic. 

High  efficiency. 

Small  weight  and  volume. 

DISADVANTAGES 

Easy  to  block  by  false  transmission. 
Technical  problems  (e.g.  insulation 
between  receiver  and  transmitter 
aerial). 
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**i(vn  \  vvt'ik  vsiiti 

iMhci  o!  ''KIKiN  ih.jll  vsfllk- 

lU'iM.'-  c  i:  .1  iJc  l\iful  iKijiicti 
.y.  nu»JiilalCkl  .iiul  1*’ 

p.U  llk.ul.ll  K  Mlll.ll'k  t.K  t 

K.ll 

It  the  tiCk.|iierK\  o!  the  ciKinv 
ti  .tiiMinttei  !'>  kiu»y.M)  .iiul  is  not 
k.h.in>:ckt  liH»  I'tlen.  /j. .»/•'"  lu./u! 

1*1  moie  e*MiceiIv  iKijuctuv 
H’Uvlivc  i.iiiiinmu  e.iti  Iv  cm 
pU»\cil  If)  ^hl^  c.ix-  the  .utempt 
In  fll.ulc  t**  Ct»fkCf}fl  .lie  the 
mine  ti*  the  p.iilicij.ii  ch.mncl  **» 
vh.inncK  um.*!!  hv  the  it.inMmiief 
I  hjN  icMiltN  in  N.iliNt \  powei 
eeononu  but  iiMi.ills  femmcN 
c.iietui  Mipc'iMNion  iM  emu 
plie.ileii  .iut«*m.itie  ei.piipmeiu  l*‘i 

р. iiivme  eh.inec'  ut  tiecpienev 
»'i  the  u.mMUiiiei 

W  ule  ImmJ  .1'  ^^ell  .i'  n.tii 
I'.iUvl  i.uumini:  .ue  ux-vl  toi 

m. iNkme  puipt'^e''  \  ihiu!  toim 

s^h^h  |N  peth.tp'  liNCvl  iuonI  lOi 
Jeeeption.  .it  le.t'*!  uiihin  fhe 
i.ul.ii  .mJ  homine  tieUI".  '< 
y.  ,.!t  f  |  hi'  s,oi)'1nIn  Ol 

.impliiie.iij«»n  .ind  ieiuti)'‘mi>''i**n 
•.*1  the  ti.inMUiltei  '‘len.tl.  poN'- 
itM\  ili>lmltd  Kepe.iici  .ipp.u.i 
111"  IN  u'U.ilK  vs  Kle-l''.in«.l  le  it  i' 
piep.itcd  Is*  leNps'tuI  Is’  anv  iic 
sjucnev  vs  h.it's»evei  vs  iihin  .t  w  ide 
ImmsI 

Components 

Xmi’fiL*  the  es’iiips’iieniN  li’i  :.im 
meiN  the  « /« •  i’“’!  tufu  *  in  p.uiis 
111. II  itMv  he  inemis’iiesl  \i  tie 
tjuenev  h.iiui'  IvU’vs  .ihiMii  h'tth 
MM/  UNc*  |N  in. isle  iM  cs’inentis* 

n. il  iiii’sIsN.  leiis’sleN  etc  .  vsnti 
which  I’lilpul  ps*weiN  .IN  l.iiee  .i-- 
the  .ipplic.ilu’ii  c.iIIn  ti’i.  *’!  tile 
piMii.iiv  ps’vsei  leNs’iiisCN  .ills’vs 
e.iii  Iv  s’hi. lined 

In  the  miCfnw.ise  feeimi  Iheie 
IN  ,in  .ihi  iHl.iiKc  •’!  Npeci.il  pm 
poN<*  iiilvN.  then  sl.it.i  s’tten  pi. ice 
.»  Innil  i»n  the  pi-ilmm.mce  »’l 
the  i.niimei 

Mii^'it  If s’t  slhleieni  ivpcN 

с. in  Iv  UNekl  ts’i  n.iiis’w  Imiis!  m 
irequenev  -iiii’slnl.ilesl  w  ule  haUsl 
I. miming 

(  I/M  . n» '/r< n/s  .ue  UNesI  li’i  tie 
spienev  •nuHlul.itesI  w  ide  h.iUvf 


COMPONENTS  FOR  JAMMERS 


Tetrode.  coMlal  type,  lor  VHF. 
Output  power  epprex,  1  kW. 


Mechanieelly  tunable  magne-  k 
tron  for  continuoua  operation,  r 
L'band.  Output  power  approx. 

400  W.  Example  of  uae:  Nor- 
row-band  barrage  lamming  of 


Voltage-tunable  magnetron. 
S-band.  Output  power 
approx.  3S  W.  Example  of 
uae:  WIde-band  barrage 
lamming  of  radar. 


M‘CtfCitutt(ron  lor 
C-band.  Output 
power  approx. 
ISOW.  Chief  uae: 
Wlde-band  bar¬ 
rage  lamming  of 
radar. 


Trane  :»!0«  for  VHF.  Output 
power  approx.  ID  W.  (Aboic 
twice  normal  alee.) 


j  Travetiing  waxt  tube 
S  for  C-  and  X-band. 
^  Ou^t  power  *’pprox. 
a  W.  Example  of  uae: 
Oacaption  of  radar 
and  radar  homing 
deatce. 


Travelling  wave  magnetron  for  X- 
band.  Outpi^  power  about  1  kW. 
Exampit  ai  uaa;  Wlda-band  barrage 
lamming  of  radar. 


a... 


ously,  which  requires  good  insula* 

tion  between  the  aerials.  This  wide-  Jamming  transmitter  aerials  must  often  have  a  constant  directivity  over 
band  microwave  aerial  has  therefore  broad  frequency  bands  and  at  the  same  time  stand  up  to  a  high  power.  The 
been  surrounded  by  a  wall  of  radia-  sketch  shows  the  principle  of  a  log-periodic  high  power  aerial  for  micro- 
tion-absorbing  material.  waves. 


Trovi'lliiiu  tfiivc  Ilf  rlif- 

fcrcnl  kindv  iirc  Miitcd  for  tv- 
pciilcr  Iriinsmittcrs  or  for  tran>- 
mis>ion  of  wide-haiiil  noi'c. 

Intense  Ueselopment  «ork  on 
mierowa'.e  uibei  is  beini;  slone 
in  many  countries,  and  sireally 
iinproted  /ammer  performance 
may  be  expected  in  the  future. 

Srmit  oinliu  titr  (omponemi  and 
iiticvrtiU’tl  I'irciiiis  are  under¬ 
going  rapid  development  and  are 
of  great  significance  for  jam¬ 
ming.  They  will  permit  fully 
automatic  systems  and  smaller 
and  lighter  jamming  apparatus, 
e.g..  for  aircraft,  missiles,  par¬ 
achutists  and  saboteurs. 

Aerials  with  suitable  char- 
aclerislics  in  respect  of  band¬ 
width.  directivity,  polarization 
etc.  arc  particularly  important 
for  jamming. 

Jamming  ot  radar  and 
radar  homing  devices 

is  an  important  and  diversified 
part  of  jamming  technique  and 
will  be  considered  chiefly  from 
the  point  of  view  of  the  possibil¬ 
ities  and  limitations  of  this  tech¬ 
nique. 

Radar  systems  work  within 
the  microwave  or.  for  certain 
purposes,  the  VHF  band. 


t  he  ladar  illuniinutes  the  tar¬ 
get  by  means  of  a  directional 
aerial  and  receives  the  reflected 
signal  with  the  same  or.  in  some 
cases,  another  aerial.  The  direc¬ 
tion  of  the  aerial  and  the  time  of 
travel  of  the  electromagnetic 
wave  provide  the  desired  target 
data 


Radar  sy  stems  mtist  generally 
have  both  a  high  power  output 
and  a  high  receiver  sensitivity. 
This  is  because  the  radiated 
energy  must  travel  from  the 
radar  to  the  target  and  back, 
and  that  much  energy  is  lost  in 
all  directions  in  being  reflected 
from  the  target,  which  may  also 


Tti«  radar  aignat  must  make  the  return  journey  trom  radar  to  target,  whtte  the 
jamming  signal  needs  onty  a  “stngie  ticket".  This  is  why  a  jamming  target 
can  be  conceated  beyond  a  crossover  range  but  not  cioser. 


Crossover  | 
range  I 
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SELF-PROTECTING  JAMMING 


PPI  pIcturM  troin  a  aurvaillanca  la- 
dar  aubjacted  to  weak  and  strong 
barrage  lamming  from  a  target  on 
bearing  "3  o/c  . 


he  of  Mitall  ^ize.  The  jamming 
signal,  on  the  other  hand,  ha'  only 
the  single  distance  from  the  jam¬ 
mer  to  the  radar  to  travel.  These 
circumstances — differences  in 
travel  and  losses  in  reflection — 
make  radar  jamming  particularly 
favourable  from  the  power  as¬ 
pect.  The  different  dependence 
of  the  signals  on  distance  means 
that  less  power  is  required  for 
jamming  a  radar  if  it  is  far  from 
than  if  it  is  close  to  the  target: 
an  aircraft  approaching  the  radar 
and  sending  barrage  signals  can 
be  concealed  by  these  signals  in 
to  a  given  "crossover  range". 
Within  this  range  the  aircraft 
echo  is  seen  through  the  jam¬ 
ming  signals  on  the  radar  in¬ 
dicator. 

Siirvfilliiiur  rmliir  generally 
scans  all  round  the  horizon  with 


a  continuously  rotating  aerial;  its 
job  is  to  detect  and  locate  rela¬ 
tively  distant  targets. 

With  barrage  jammers  one  can 
reduce  the  range  of  the  radar, 
but  the  latter,  in  return,  can 
often  locale  the  jammer.  The 
jammer  may  be  in  the  target 
(self-protecting  jamming)  or  on 
the  same  bearing  as  the  target 
(on-axis  jamming)  and  in  such 
case  makes  range-finding  in  that 
direction  difficult  or  impossible. 
This  method  requires  only  a 
small  or  tiioderale  power  output 
from  the  jammer.  The  jammer 
may  also  he  on  another  bearing 
than  the  target  (stand-off  jam¬ 
ming).  In  this  case  the  jamming 
signal  enters  the  side  lobes  of 
the  radar  aerial  and  also  reduces 
the  range  on  the  target  bearing. 
Both  ranging  and  direction  find¬ 


ing  are  thus  preteniedi  but 
owing  to  the  unfatourabic  angle 
of  incidence  in  relation  to  the 
radar  aerial  the  method  often 
requires  a  high-power  jamming 
signal  eoneentraled  isn  (he  radar 
by  a  good  directional  aerial. 
Special  jamming  aircraft  can  be 
assigned  for  this  purpose,  circ¬ 
ling  luilside  the  range  of  the  air 
defence. 

Deceptive  jammers  ean  be  toed 
to  produce  false  targets,  cither 
placed  at  random  on  the  radar 
indicator  or  with  a  specific  po¬ 
sition.  course  and  speed.  Ihis 
type  of  jamming  requires  little 
pitwer.  ;ind  it  may  be  itnpossible 
to  locale  the  jammer,  at  least 
from  the  jammed  radar. 

lirv  <i>riiri>/  rmlor  locks  on 
and  follows  fairly  close  targets 
to  provide  accurate  fire  data. 
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(Right)  Th«  target  can  dacaivc  the  radar  into  an  angular  error  by  repeating  the  radar  eignale  with 
reeereed  strength  varlatione.  The  radar  then  miacalculates  the  poaitior>  of  the  target  In  the  "pit'* 
and  turne  ite  aerial  away  from  the  target.  This  Jamming  technique  is  known  as  "inverse  conical 
scan  repeater". 


> 


The  target  repeats  the  fire  control  pulses  with  in¬ 
creasing  delay.  The  radar  then  sees  a  large  false 
target  separate  off  from  the  true  target  and  travel  to 
an  increasing  distance.  The  radar  may  then  follow  the 
false  target  and  present  wrong  firing  data.  This  tech¬ 
nique  is  called  "range-gate  stealing". 


Trulf  tarfift  acho 


Travellmq.  deceptive  echo 


•  m 


OIttanca 


/'•t- 


H;iri;iuc  i;i(nii)in;j  is  in  ifiis 
c;isc  MsuiilU  niM  Ml  ;k1v iintajicoiis 
()\sinu  lo  ihc  MiKill  i;iri:ct  Jis- 
(;incc  the  nK’thi'J  requires  hieh 
pi»sei  iinj  imist  iieneialls  he  in 
the  lurni  i»l  '‘ell*pri»leelive  iani- 
mine.  I  he  liulai  can  then  mn  he 
pre'enieil  Iruni  lakine  a  hearine 
the  lareet  aiul  measminii  its 
aniinlar  \eU»eit\- 

IX’cepiixe  jamminij  ol  tne 
Ciinlrul  radar  ean  he  directed 
aeainsi  the  radar’s  anule  or  laniie 
irackinu  equipment,  or  a.eainsl 
both  siiiuillanetnisU .  I  sini:  anii- 
nlai  deception  a^ain^l.  It>r  e\- 
ample.  a  lire  control  radar  with 
conical  seannine.  the  radar  sij*- 
naK  can  he  retransniitted  with 
distorted  amplitude  relations  b\ 
a  repeater  transmiliei .  I  he  track¬ 
ing  servo  of  the  radar  aerial  thus 
receives  false  correction  signal' 


and  turns  the  lavlat  awav  liiun 
the  target  Range  deception  can 
also  he  ellected  with  a  lepeatei 
fraftsmittei.  which  repeats  ,hc 
radar  signals  with  sujtahlv  var>- 
ing  delav. 

Hmitir  lioniini:  </<  »/(<  %  in  guid¬ 
ed  missiles  inav  K*  either 

with  a  complete  radar  in  the 
missile  or  u  tnitu  ini  .  in  which 
ca'C  the  missile  uses  the  largei- 
lellecleil  rruliation  deriving  fioin 
a  radar  transiniltei  at  another 
position.  It  is  primaiilv  the  ang 
ular  inloi niatiiin  that  is  used  l«n 
guiding  the  missile. 

Self-pri>tecli'e  hariage  lam¬ 
ming  ma>  in  this  ease  Iv  direct 
h  ha/ardoirs.  since  main  tvpes 
i>l  missile  haw  the  pi  open  \  ol 
homing  i>n  such  iammeis. 

Stand-off'  hariage  iammiiig  is 
a  eonceivahle  measure  nut  one 


When  the  bomber  s  radar  intercep¬ 
tion  receiver  indicates  that  the  bomb¬ 
er  has  been  picked  up  by  the  illu¬ 
mination  radar  of  the  missile  system, 
the  bomber  fires  a  missile  with  echo 
enhancer  (Luneberg  reflector  or  re¬ 
peater  transmitter).  The  missile  at¬ 
tack  can  then  be  diverted  to  this 
decoy  while  the  bomber  completes  its 
mission.  The  photograph  shows  an 
American  decoy  missile. 


itiai  icquiK's  high  powci  I  lom 
a  ptiim  hc\t>iul  ihc  laiigc  ol  the 
misMic  suJIicicnl  povsci  mu'l  he 
gcnciafcd  .it  ihc  coftciwl  Ire 
qticnev  \o  .lei  upon  ihe  mi''''ile 
even  lioin  .m  nnlavoiii.ihle 
angle  ol  iiieulenee 

Angul.ir  deception  ean  he  e! 
leelcil  with  lepe.tlei  lammei'  in 
ihe  same  w.i\  .i'  .igaiml  me 
cvinirol  i.idai  l)  -eo\ s  conl.uning 
echo cnh. Hieing  icpealei  li  aimnit 
Icis  nia\  al'O  he  relca-'Hl  to 
altiiic!  Ihe  mnsile  to  ihem  IX 
covs  lor  this  puipose-  m.i\  .iIm* 
eoni.un  lefleclois  o\  comisi  lU 

"huisis  it|  \s  iiulow  ‘ 

Jamming  of 

radio  communication 

has  nalui.d(\  eeilain  leehuKaf 
lesemhlanees  to  t.ul.u  lammme 


Frequency 


L..I.  I 


By  an  Increaae  of  power  one  can 
aomelimet  penetrate  through  the 
lamming. 


Frequency 


An  attempt  can  be  made  to  utilize 
the  weakneatea  ol  the  jammer  by 
mullilrequency  tranamlaalon. 


Frequency 


htit  there  are  es.semial  difter- 
eneeii.  The  radio  signal  often 
goes  directly  from  the  transmitter 
to  the  receiver  and  not.  as  with 
radar,  via  dissipating  reflection 
from  a  small  target  (an  excep¬ 
tion,  however,  is  transntission  hy 
scattcri.  A  large  amount  of  radio 
communication  takes  place  on 
short  wave  and  the  lower  VHP 
band,  on  which  it  is  difficult  to 
use  effective  directional  aerials. 
The  concepts  of  self-protective 
and  stand-off  jamming  etc.  have 
little  meaning  in  this  context. 
The  wave  propagation  and  aerial 
conditions,  moreover,  mean  that 
the  risk  of  conflict  with  one's 
own  frequency  channels  is  often 
greater  in  the  jamming  of  radio¬ 
communication  than  of  radar. 


For  this  reason,  and  owing  to 
the  mobility  of  radiocommunica¬ 
tion  in  time  and  frequency,  there 
is  often  a  need  for  an  instant¬ 
aneous  survey  of  the  situation  on 
the  frequency  band  concerned. 
Some  of  the  problems  of  com¬ 
munication  jamming  are  further 
dealt  with  in  the  section  on  Land 
Warfare  (pp.  53). 

Jamming  of  other  types  of 
eleclronfc  systems 

e  g.  navigation  systems,  is  often 
technically  possible  and  tactical¬ 
ly  suitable.  The  technique  is  so 
varied,  however,  that  general 
comments  can  hardly  be  given. 

Electronic  countercounter¬ 
measures 

of  many  kinds  can  be  tised  to 


reduce  or  eliminate  the  effect  of 
jamming.  Some  of  them  are  fair¬ 
ly  universal,  while  others  are 
more  specific  to  a  given  type  of 
electronic  system  or  to  a  partic¬ 
ular  type  of  jamming. 

A  universal  method  against 
active  jamming  is  to  use  a  high- 
power  transmitter  with  a  good 
aerial  in  order,  quite  simply,  to 
"shout  down"  the  jamming  sig¬ 
nals. 

On  many  frequency  bands, 
particularly  microwave  and  up¬ 
per  VHF.  a  directional  aerial 
can  be  used  on  the  receiver;  this 
amplifies  the  desired  signal  hut 
stippresses  jamming  signals  from 
other  directions. 

Rapid  change  of  frequency  or 
the  use  of  several  frequencies 


TIm  alrcrall  can  dra  lie  anttradlatlon 
■ntoalla  from  a  point  outaWa  the 
rango  of  tho  aorvalllaneo  radar.  For 
tho  nilaallo  n  la  a  quaallon  of  “moni- 
orfzlng”  Uio  boarfng  fo  Ifia  radar 
talillo,  during  Ka  rotation,  tho  radar 
aortal  polnia  In  anolhor  dlradlon. 


The  American  antl>radiation  miesile  Shrike  used  in  the  Vietnam  conflict. 


simultaneously  are  means  of 
avoiding  narrow-band  jamming 
or  of  making  use  of  the  weak¬ 
nesses  of  a  wide-hand  jammer 
(e.g.  gaps  in  its  frequency  cover¬ 
age). 

The  receiver  should,  if  poss¬ 
ible.  be  built  so  as  to  accept  only 
the  type  of  signal  used  by  the 
system  it  is  to  counter:  for  dif¬ 
ferent  reasons,  such  as  limita¬ 
tions  of  electron  tubes,  the  jam¬ 
ming  signal  often  has  a  different 
frequency  or  time  function. 

A  drastic  antijamming  mea¬ 
sure  is  to  attempt  to  locate  the 
jammer's  position  (e  g.  by  direc¬ 
tion  finding)  and  then  to  destroy 
it  with  weapons. 


If  window  is  dropped  by  mov- 
ing  targets,  the  difference  in 
speed  of  the  targets  and  of  the 
relatively  stationary  window  can 
he  used  to  diminish  or  eliminate 
the  interference.  This  is  done  in 
doppler  and  MTI  radar.  A  radar 
with  very  high  angular  and  range 
resolution  is  also  able  to  disting¬ 
uish  targets  from  window  that  is 
fairly  sparse  and  cannot  give  so 
strong  an  echo  from  the  small 
volume  corresponding  to  the 
radar's  resolution. 

Anti-radiation  missiles 

may  he  regarded  as  an  electronic 
countermeasure  with  directly  de¬ 
structive  action.  These  missiles 
are  equipped  with  homing  de¬ 
vices  which  can  home  on  radar 


stations,  radits  link  transmitters 
or  other  signal  sources  which  are 
in  operation  for  long  periods. 
The  missile  warhead  can  de¬ 
stroy  not  only  the  transmitter 
but  also  targets  associated  with 
it.  such  as  a  ship  or  staff  head¬ 
quarters.  Several  such  missile 
projects  are  known  from  the 
U.S.A.  Despite  certain  weak 
points,  it  is  likely  that  some  type 
is  in  operative  u^e. 

If  an  attack  by  an  anti-radia¬ 
tion  missile  is  feared,  the  trans¬ 
mitter  should  be  shut  down  or 
operated  for  short  periods  at 
long  intervals  so  that  the  missile 
loses  its  way.  Deception  of  the 
missile  by  means  of  false  irans- 
milters  is  another  conceivable 
countermeasure. 


Situation.  Fewer  U  altiiiks  pewer  A.  The  hosliUlii'S  start  with  a  static  of  coiuhul  laslinn  aheat  a 
week,  t/iiritia  which  H  einia.iics  larnets  within  A's  territory  in  preparation  for  an  invasion  hy  sea. 
A  has  mobilized  when  war  breaks  oat.  Use  of  ABC  weapons  is  not  intended.  Period  I96S.  B 
has  the  resources  of  a  yreat  power. 


Defender’s  (A)  air  defence 


A.A.  missiie  batteries 

Mobile  A.A,  mis>ilc  ballcrio'  ean 
be  regrouped  between  (he  va¬ 
rious  seetors. 

Main  data  of  A.A.  missile  system; 
Max.  altituvle  IK  km. 

Range  61)  km. 

l.-band  surveillanee  radar. 


X-band  semi-active  homing 
systcEii  with  lobe  rotation. 

A.A.  artiliery 

The  A.A.  artillery  consists  of  a 
large  number  of  batteries,  most 
of  which  belong  (organizational¬ 
ly)  to  the  field  army  and  follow 


the  movements  of  the  arnn 
units.  ITich  battery  has  a  C'-band 
surveillanee  radar  (pulsed),  X- 
band  fire  eonti'ol  radar  and  40 
mm.  A.A,  guns. 

Fighter  defence 

The  fighter  defence  consists  of 
interceptor  aircraft. 


The  radar  bands.  Ttia  shaded  portions  Indicata  tha  most  commonly  usad  Irequancias. 


V 


Miiiii  i>i'rl<iriiiiiii<  I'  (Una: 

Max.  xpecit  I  KKI  kni  hour. 
Annaiiiciil: 

air-lo-air  radar  homing  mis- 
xiles 

air-lo-air  rotkels 
2.S  Him.  guns. 

The  Air  tX’fencc  Control 
System  consists  of  a  well-protect- 
cil  Centre  per  section  with  Iper 
sector): 

I — 2  stationary  P-banil  high-al¬ 
titude  stirveillance  radar  of 
non-modern  type,  especially  in 
respect  of  HCCM. 

I — 2  stationary  1,-band  high-al¬ 
titude  surveillance  radar. 

3 — 4  mobile  C  -band  surveillance 
radar. 

y — 4  S-band  low-altitude  surveil¬ 
lance  radar  at  fixed  positions 
on  heights  along  the  coast. 

Communication  between  the 
Centre  and  the  fighter  aircraft  is 
by  radio. 


Attacker’S  (B)  air  forces 


Aircraft 

Speed 
km  hr 

Max. 

alt. 

km 

Bombers. 

strategic 

lotto 

14 

Bombers. 

tactical 

1  .KM) 

12 

Strike 

aircraft 

I6(M) 

1 

16  i 

Strike  900 

aircnift 


( 'oiinlcii)KM''nrcs 


6  l  hoiiihs  StanJarJ  cquipnicnl  ) 

4  janinicrs 
2  winJDW  ilispcnsor-s 

I 

2  l  btMiib'x  Slandard  cquipnicnl  »  | 
2  janinicrs 
1  window  dispenser 

I  i  bombs  Only  in  outer  pod  and 
or  rockets  at  the  cost  of  part  ol 
(missiles)  the  armament  (jammci 
and  or  window  dispen¬ 
sers) 

0.5  t  bombs  Ditto 
or  rockets 
(missiles) 


' )  Mtire  c<»iintcrnK'asures  can  K*  carricil,  but  at  the  cost  of  part  of 
the  armament. 


rill'  I'ffU  icm  y  ol  a  iiHHh'rn  iiir  ticjfm  i'  t>l  llii- 
type  ti.Miiiinftl  in  llw  fiillint  ini;  CMiiiipli'  is  very 
yri'uily  tli'pemleni  mi  rlu-  ileyri'e  in  wliii  li  the 
utuu  ker  explniis  ilif  l  ivi  ironii  w  eak  pmnis  in 
the  air  ileiem  e  sysleiii.  I  he  effiiieney  is  tha. 
depenileni  an  the  manner  <>/  anil  the  e.Meni  i 
whieh  elei  irnnii  w  arlare  iv  t  ontliii  teil. 

In  the  simatinn  eM'inpliiieil  elei  irmiii  w  ar¬ 
fare  will  ill  seen  n>  favniir  the  nffensive  parly: 
the  iiiitiressor  has  ample  allernalives  in  the 
elioiie  Ilf  slraleyiy. 

If  the  altai  ker  tines  nnl  espinil  the  weak¬ 


nesses  nf  the  air  tiefeiui —  its  siisi  epiihilily  In 
jamminii.  its  siisi  eptihiliiy  in  allai  k  Inw  ini;  In 
its  pnsilinns  heini;  tielei  lahle  hs  sii;nal  inler- 
lepiinn  anil  In  the  fat  I  lhai.  fnr  example,  anii- 
rai/iatinn  missiles  lan  he  used),  diffiiidlies  nf 
Inw-allitade  inverape  ele. — the  effeil  nf  the 
air  defenee  w-nidd  he  ilisasirniis.  l  ansins!  a  Inss 
I  in  airi  rafl  per  allaek)  nf  perhaps  ^5 — 50  per 
l  eiii.  I  he  attai  ker  eannnl  pnssihly  ai  i  epl  siit  h 
hisses  hill  maxi  adnpl  effeelive  means  nf  elet  - 
irnnii  warfare.  It  is  likely  dial  his  Insses 
w  nidd  then  he  i;really  reduced. 


Weaknesses  in  the  air  defence 
that  can  be  exploited  by  the  attacker 


Range  and  altitude 
coverage  of  surveillance 
radar  stations  can 
be  reduced  by  jamming 

Noiw-modulatcd  janiniing  on  the 
radar  frequency  drowns  and 
conceals  the  echoes  of  the  at¬ 
tacking  targets.  As  the  aircraft 
approaches  the  radar  stations, 
the  aircraft  echo  grows  more 
quickly  than  the  noise  level,  so 
that  at  sufficiently  short  dis¬ 
tances  the  aircraft  echo  may  he 
visible  despite  the  jamming.  The 
result  is  that  the  radar's  range  is 
correspondingly  reduced.  The  re¬ 
duction  slepends.  among  other 
factors,  on  the  power  of  the 
jammer. 

The  jammers  may  either  he 
carried  in  the  attacking  aircraft 
(self-protective  jamming)  or 
placed  in  special  jamming  air¬ 
craft  which  accompany  the  form¬ 
ation  Ion-axis  jamming)  or  patrol 
outside  (he  range  of  the  defence 
weapons  (stand-off  jamming). 

The  attacker  may.  for  ex¬ 
ample.  adopt  self-protective  jam¬ 
ming  of  the  I,-  and  C-hand 
stations  and  stand-off  jamming 
of  the  P-hand  stations,  which  arc 
more  sensitive  to  jamming.  The 
ranges  and  altitude  coverage  arc 
then  considerably  reduced,  as 


Reduction  o(  range  end  altitude  coverage  ol  eurveillance  radara  by  Jamming. 
H 


H 
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shown  in  the  picture,  if  the  jani- 
iner  performance  is  on  a  level 
with  modern  achievements.  It 
should  he  noted  especially  that, 
at  altitudes  above  10  km.  ap- 
proachinr:  targets  are  detected 
only  by  the  P-band  stations  and 
then  only  at  short  ranges. 

Surveillance  radar  stations 
can  be  jammed  by  window 

Jamming  of  surveillance  radar 
by  window  can  be  given  the 
form  of  barrage  jamming  by 
dropping  the  window  so  densely 
that  a  continuous  corridor  of 
window  is  laid.  Ihe  following 
aircraft  can  then  fly-in  without 
being  detected  by  surveillance 
radar. 

I  he  bundles  of  window  can 
also  he  dropped  at  larger  inter¬ 
vals  by  a  forward  line  of  air¬ 
craft.  The  large  number  of  fabe 
echos  caused  by  separate  clouds 
of  window  naturally  delay  the 
detection  of  the  true  targets  and 
place  difficulties  in  the  way  of 
the  contnumd  control  centre. 

In  a  situation  such  as  that  de¬ 
scribed.  window  should  not  be 
considered  as  an  alternative  to 
the  use  of  jammers  against  sur¬ 
veillance  radar  but  as  a  supple¬ 
mentary  measure  which  greatly 
adds  to  the  interference  effect. 

Radar  stations  can  be 
located  by  signal  intercep¬ 
tion  (direction  finding) 

Through  electronic  intelligence 
Ihe  attacker  can  obtain  data  for 
planning  of  countermeasures  and 
can  identify  and  locale  radar 
stations  and  other  signal  sources. 
These  are  then,  of  course,  easier 
to  put  out  of  action. 

Typical  figures  of  accuracy  in 
location  that  the  attacker  can 
count  on  in  this  case  will  be  seen 
from  Ihe  diagram  on  the  next 
page.  The  interception  is  assum¬ 
ed  to  take  place  from  ferret  air¬ 
craft  1.^0  km  off  the  coast  or 
from  ships  20  km  from  the 
coast.  Hlectronic  intelligence  can 
be  collected  in  peacetime  and 
normally  provides  data  for  the 
use  of  other  more  accurate  rc- 
connaissitnee  methods. 


Window  Jamming  of 
Burvelllanca  radar  In 
Swedith  trial  batwean 
Islanda  of  Gotland 
(lop  right)  and  Oland. 
Window  obaarvad  on 
radar  Indicator  at 
STRIL  60.  Air  Force 
photographs. 


1615  hrs 

Start  ol  laying  of  a 
corridor  of  window  at 
high  altitude  north  ol 
VIsby. 


1025  hrs 

Window  laid  from 
VIsby  to  Oland  (Bd- 
da). 


1040  hrs 

Tha  window  Is  still 
allacllye  but  has 
drifted  with  tha  wind 
about  30  km  soulh- 
wast. 


Radar  stations 

can  be  destroyed 

by  anti-radiation  missiles 

As  ruilar  stations  send  out  sig- 
nuK  thcv  arc  potential  targets 
for  anii-radiaii(»n  tnissiles.  the 
passive  homing  device  of  which 
guides  the  missile  to  the  source 
of  the  signal  during  the  homing 
phase- 

Ihe  attacker  is  assumed  to 
ptvssess  short-range  anti-radiation 
missiles  which  can  he  launched 
from  aircraft.  An  attack  with 
such  missiles  mav  proceed  as 
shown  in  the  series  of  pictures 
below'. 

f  he  efficienev  of  anii  radiation 
missiles  against  radar— i.e.  the 
likelihood  of  destruction  of  the 
radar — is  vcr\  highly  dependent 
on  the  countermeasures  taken, 
for  example  the  use  of  decov 
transmitters. 

If  no  effective  decoys  arc 
available  for  deception  i>f  the 
missile,  the  probability  of  de¬ 
struction  of  the  radar  is  high 
unless  it  is  closed  di>wn  during 
the  attack. 


i 


Example  of  area  of  uncertainty. 


Deception  jamming  reduces  probability  ot  kill  by  anti-aircratt  missile 


Illumination  radar 


Homing  missile 


Aircraft  with 
deception  jammer 


Deception  jantming  of  anti-aircraft  homing  missile. 


I  he  probability  of  kill  by  mii  - 
face-to-air  missilcN  can  be  re¬ 
duced  by  deceptive  jamiuini:. 

A  surface-to-air  missile  is 
normally  aimed  at  the  point 
iihead  of  the  tarpet  where  the 
hit  is  intended  to  take  place, 
while  the  hom/np  iierial  is 
continually  turned  so  that  its 
radiation  lobe  rotates  rvuind  an 


avis  pviintinp  at  the  target. 

If  the  target  sends  jamming 
signals,  iunplituile-modtilaled  at 
roughly  the  same  frequency  as 
the  frequency  of  rotation  of  the 
homing  aerial,  this  causes  an 
error  in  the  homing  device,  fhe 
homing  aerial  is  ileceiveil  into 
rotating  on  an  avis  which  no 
longer  points  evactly  at  the  tar¬ 


get.  I  he  lead  is  therefore  wrong¬ 
ly  predicted  and  the  missile  will 
miss  (he  target  by  a  more  or  less 
wide  margin  or.  in  the  event  ol 
a  very  high  degree  of  modula¬ 
tion.  will  entirely  deviate  from 
the  proper  cotirse  since  the  hom¬ 
ing  device  is  turned  away  al¬ 
together  iind  can  no  longer  fol¬ 
low  the  target. 


AllaC'ii  with  air-to-ground  antiradiation  misalle  against  surveillance  radar. 


Jamming  of  strike  aircraft  fire  control  radar  by  window 


In  the  absence  of  jamming  it  is 
easy  for  the  radar  lo  deieci  the 
target,  lock  on  the  echo  and 
obtain  continuous  and  accurate 


If  the  target  releases  window,  on  jamming  depends  on  the  char- 

the  other  hand,  the  radar  will  acteristics  of  the  radar,  the 

lose  the  target  and  lock  on  part  quantity  of  window,  the  cour^c 

of  the  window-infected  area.  of  the  target  and  other  factors. 

The  probability  of  successful  but  is  high  on  any  one  occasi«.»n. 


Jamming  of  communication  between  Air  Defence  Centre  and  fighter  aircraft 


■  Air  Defence  Centre 
9  Radio  transmitter 


Coverage  area  lor  radio  command! 
to  lighter  aircralt  during  jamming. 


As  fighter  aircraft  are  directed 
fioni  the  ground,  hy  some  form 
of  voice  eommiinicalion  hy  ra¬ 
dio.  lo  a  point  so  close  to  ihe 
target — Ihe  enemy  aircraft — that 
the  pilot  detects  it  on  his  radar 
or  visually.  For  this  purpose 
there  are  radio  iransmillers  on 
the  ground,  so  located  as  to  pro¬ 
vide  complete  coverage  of  the 
air  space  concerned. 

If  the  enemy  aircraft  jams  Ihe 
radiocommunication,  the  area 
where  Ihe  fighter  pilot  can  re¬ 
ceive  orders  from  the  command 
centre — and  in  which  he  can 
effectively  engage  the  enemy — 
is  reduced  lo  the  more  or  Ic^s 
immediate  vicinity  of  the  com¬ 
mand  radio  transmitters 

In  the  illustration  (left)  the 
shaded  areas  arc  those  within 
which  the  fighter  pilot  can  dis¬ 
tinctly  hear  radio  commands. 
There  is  incomplete  overlap  and 
corridors  exist  where  the  allaclser 
can  fly-in  without  encountering 
fighter  aircraft  under  control 
from  Ihe  ground.  These  cisrridors 
are  widened  if  any  command 
radio  transmitter  is  out  of  action. 


Altitude 


Shape  of  range  diagram  for  standard 
atmosphere  and  for  stratified  atmos¬ 
phere. 


ifirll^ii 


Standard  atmosphere 


The  attacker  can  utilize  shortcomings 
in  the  low-altitude  coverage 
of  the  surveillance  radar 


The  radar  vtations  with  the  job 
of  detecling  tarpels  approaching 
at  minimum  altiliidc  from  the 
cca  are  the  coaMal  S-hand  cia- 
lions.  The  range  diagram  for 
these  radars  is  shown  in  the 
figure  above,  from  which  it  w 
be  seen  that  the  position  of  the 
lower  edge  of  the  lobe  varies 
grealiv  with  the  atmospheric 
situation. 


rough  advance  calc.dations  td 
the  range  diagram  from  the  point 
of  view  of  the  air  defence  low- 
altilude  coverage  radar  and  then 
•elect  the  altitude  involving  lat¬ 
est  detection. 

The  result  is  short  uarm/ie 
limes  for  the  air  defence,  which 
means  that  low-altitude  attacks 
against  targets  in  coastal  areas 
cannot  be  intercepted. 
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In  a  suiiiilonl  iitiitospln’n-.  as 
will  be  seen,  the  radar  lobe  does 
not  follow  the  curvature  of  the 
earth.  This  means  that  targets 
approaching  at  an  altitude  of 
lot)  m  cannot  be  delected  until 
they  come  within  a  range  of 
about  7.^  km. 

In  a  stratified  atmosphere, 
which  is  fairly  common  in  the 
summer  months,  the  radio  waves 
at  a  small  angle  of  elevation  are 
reflected  back  to  the  earth's  sur¬ 
face  and  follow  a  duct.  In  these 
conditions  targets  approaching  at 
minimum  altitude  can  be  detect¬ 
ed  at  very  long  ranges.  Above 
the  duct,  however,  there  is  a 
very  large  "gap"  in  the  radar 
lobe,  which  means  that  targets 
approaching  at  an  altitude  of 
100  m  cannot  be  delected  until 
they  come  within  a  range  of 
about  40  km. 

With  the  aid  of  meteorological 
observations  and.  possibly,  air¬ 
borne  refraclometer  measure¬ 
ments  the  attacker  can  make 


The  attacker  can  utilize  the  difficulties  of  fighter  aircraft  to 
pick  up  and  track  low-altitude  targets  on  their  radar 


rhe  defence  fighter  airerafi  are 
here  assumed  to  K‘  equipped 
with  fire  control  radar  of  ordi¬ 
nary  pulscvl  type.  This  makes  it 
difficult  for  them  to  engage  tar¬ 
gets  employing  low-altitude  tac¬ 
tics. 

If  a  fighter  aircraft  heads  on 
a  target  flying  at  low  altiliivle. 
the  aerial  lobe  will  also  hit  the 
ground  or  water  surface  below 
the  target.  The  radar  rec.’iver 
will  therefore  pick  up  ground 
and  water  echws  in  addition  to 
the  target  echo,  and  under  cer¬ 
tain  conditions  the  target  may 
be  completely  concealed. 


If  air-to-air  missiles  are  U'cd. 
their  radar  homing  ilevice  will 
be  disturbed  by  ground  and 
water  echivs  in  the  same  way. 

rhe  mavimum  target  altitude 
at  which  this  form  of  interfer¬ 
ence  occurs  depends  on  the  lobe 
width  and  pul.ve  length  of  the 
radar  and  on  the  terrain,  among 
vvther  factors.  The  effectiveness 
of  fighter  ilcfence  is  greatly  re¬ 
duced  against  attacking  forces 
flying  at  altituvies  below  .fOO — 
500  m  since  neither  radar  nor 
missiles  with  radar  homing  head 
can  K’  used  under  such  circum¬ 
stances. 


The  tctio  from  til*  targ*t  *1101*11  It  conc*al*d  by  th*  ground 
acho  wfian  Ih*  aircraft  I*  attackad  *1  low  altitud*. 


w*  .tiHIlPdft 


.  ai  iifff liuninbiKu ..  ii((lthilli>m<tti(iiiiitWi  ■wiiiiidifcpiiifXk  tUiiiii.ifiMriMkMif . 


iilluiiif 


The  effectiveness  of  A.A  defence  can  be  reduced  by  jamming 


Several  nt'  ihe  lornl^  dI  jainiiiiny 
discusNei-l  in  the  previous  'ee- 
lions  are  effective  als^J  ajtainst 
the  A.A.  aiiillerv. 


Ihe  rough  effect  t)f  counter- 
tneasnies  which  Ihe  atlacker  inav 
he  presumed  tt»  possess  against 
the  .A.A.  aiiillerv  are  tabulated 
K'low. 


Strike  aircraft  can  carrv  jam* 
ming  eL|uipment  onlv  li>  a  verv 
limited  extent  i>wing  to  lack  of 
sp.,ce.  and  the  atlacker  is  there¬ 
fore  forced  ti>  make  a  choice 
among  the  ci>nceivahle  alterna¬ 
tives. 

One  possihiliiN  is  to  procure 
various  aiiernaiive  countermea- 
‘ures  with  the  aim  of  changing 
jamming  tactics  during  Ihe  war 
so  as  to  make  it  more  difficult 
tor  Ihe  defence  to  develop  ef* 
feciive  counter-countermeasures 
Different  countermeasures,  of 
course,  can  also  be  allotted  to 
different  aircraft  within  a  form¬ 
ation. 


Means  available  to  the  air  defence 
to  jam  the  attacker’s  electronic  equipment 


In  iiir  aIlacK^in:ain^t  jiroand  tar¬ 
gets  of  limited  extent — bridges, 
harbours,  certain  military  estab¬ 
lishments — combat  economy  is 
greatly  dependent  on  the  possi¬ 
bility  of  precise  navigation.  Un¬ 
certainty  concerning  the  aircraft's 
position  at  the  moment  of  bomb 
release — and  therefore  concern¬ 
ing  the  point  of  impact  of  the 
bombs — must  be  compensated 
for  by  a  larger  quantity  of 
bombs.  This  necessitates  a  great¬ 
er  risk  of  losses.  In  good  visibi¬ 
lity  the  location  of  a  target  is  a 
comparatively  simple  problem, 
while  in  poor  visibility  naviga¬ 
tional  aids  arc  required  of  an 
entirely  different  quality  than, 
for  example,  the  classic  method 
of  dead  reckoning.  If  the  dis¬ 
tance  to  the  target  area  is  not  too 
great  (less  than  400  km),  radio 
navigation  is  a  method  which,  at 
the  stage  of  technical  develop¬ 
ment  today,  allows  location  with¬ 
in  a  margin  of  error  of  50— .^00 
ni.  An  alternative  is  inertial 
navigation,  which,  at  prerent. 
however,  is  very  much  more  ex¬ 
pensive  and  is  less  accurate,  with 
margins  of  error  of  I — i  km. 
Another  is  bombing  radar. 


which  has  high  precision  but  can 
only  be  used  against  targets  that 
can  be  clearly  distinguished  on 
the  radar  screen.  The  radar, 
however,  by  denying  the  til- 
through  its  own  signals. 

Radio  navigation  systems  are 
therefore  very  important  aids 
against  geodelically  located  tar¬ 
gets — particularly  if  Ihe  attacker, 
owing  to  fighter  opposition  for 
example,  is  forced  to  attack  in 
poor  visibility  or  from  a  low 
altitude,  at  which  visual  liKation 
of  the  target  is  also  difficult. 

I  he  defence  can  substantially 
reduce  the  effect  of  such  attacks, 
however,  by  denying  the  at¬ 
lacker  the  advantages  of  radio 
navigation.  This  can  be  done  by 
jamming,  which  may  have  Ihe 
effect  of  impairing  precision,  en¬ 
tire  saturation  or  deception,  ac¬ 
cording  to  the  power  and  char¬ 
acter  of  the  jamming  equipment. 

The  following  .simplified  ex¬ 
ample.  together  with  the  sketch 
on  the  next  page,  illiisiralcs  how 
such  jamming  may  be  organized 
and  the  effect  it  may  have  under 
favourable  conditions. 

In  Ihe  soflcning-iip  stage  Ihe 
attacker  (B)  aims  to  destroy  a 


strategically  important  railway 
junction  by  air  attack.  B  judges 
A's  air  defence  to  be  so  strong 
that  he  must  make  the  attack  at 
low  altitude  al  nighltimc  in  order 
to  reduce  his  aircraft  losses.  He 
can  do  this  by  using  his  radio 
navigation  system  consisting  of 
the  three  navigation  transmitters 
Ni.  N;  and  N these  generate  a 
hyperbolic  coordinate  system 
which  normally  allows  location 
in  the  target  area  with  a  prob¬ 
able  error  of  about  200  in.  B 
calculates  that  he  must  use  ten 
bombers  in  order  totally  to  de¬ 
stroy  the  marshalling  yard  with 
90  per  cent  probability. 

1  he  defender  knows  that  the 
navigation  system  exists  and 
feels  threatened  by  its  potential 
precision.  He  has  therefore  pre¬ 
pared  a  number  of  jammers,  the 
signals  from  which  can  prevent 
or  interfere  with  the  reception  of 
the  navigation  signals  within 
strategic  areas. 

The  jammers  are  comparative¬ 
ly  weak  and  their  ranges  arc 
therefore  rather  restricted,  but 
the  existence  of  jammers  will 
also  be  difficult  to  delect  hy 
monitoring  from  B's  territory. 
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Nor  ;irc  lhc\  usctl  except  vxhen 
ab>oluleh  neccNsarx. 

When  threatened  with  in- 
Nasiv>n.  houeset.  A  ^tar^^  up  the 
iarnuKM  prolectinii  the  lailxxax 
jirnclion.  with  the  result  that  the 
nax illation  indicators  in  the  at¬ 
tacking  aircraft  are  distm  hed  and 
cease  to  funclii'ii  at  siinie  dis¬ 
tance  from  the  target.  I  he  naxig- 


atius  must  haxe  tecoiii'-e  to  dead 
reckoning  during  the  last  5(1  km 
or  so.  If  it  is  their  first  encoiinler 
xxiih  the  phenomenon,  some  4»f 
them  ioa\  wait  so  long  Ixdore 
going  oxer  to  dead  |■eckl>ning 
that  thex  hadix  miss  the  target. 
\  I  or  e  e  \  pe  r  ie  neeil  pe  rst»n  ne  I 
make  the  lx‘st  4>f  the  situation, 
and  the  'spread  in  the  target  area 


max  then  he  incteax'Ll  to  about 
2.5  km.  I  his  greallx  reduces  the 
effect  of  the  attack  and  in  all 
prohabilitx  the  marshalling  xard 
will  not  lx*  rendered  unusable. 
I  htis.  in  the  short  rtrn.  the  jam¬ 
ming  has  had  the  same  result  as 
a  fighter  or  A..\.  aclixm  vxith 
xerx  high  neutralizing  effect. 

lo  attain  his  goal.  H  mirsi 
make  a  renc'^ed  attack,  this 
time  xxith  better  siand-bx  na 
xigalion  precision,  e.g.  using  ad- 
xanced  inertial  naxigation  appa¬ 
ratus  xxith  xxhich  the  error  oxer 
the  same  distance  xxill  be  per¬ 
haps  500  m.  hor  the  same  effect 
cm  the  target  a  considerablx 
larger  number  of  planes  are 
then  required,  and  more  expens- 
ixeix  equipped,  than  the  ten 
which  look  part  in  the  first  at¬ 
tack.  An  aliernatixe  is  a  dax- 
lighi  attack  with  xisual  target 
location  and  xisual  bombing, 
which  inxoixes  the  risk  i>f  heaxx 
lowcs  from  fighters  anil  .A. A. 
unless  B  has  air  supremacx.  As 
a  third  aliernatixe  H  can  plax 
about  with  ihe'‘ignal  frequencies 
and  transmitter  poxxers  of  the 
naxigation  sxsiem  in  order  to 
axoid  jamr)iing.  .'\‘s  jamming  or¬ 
ganization  must  in  such  case 
have  cffeclixe  signal  interception 
and  transmitter  flexibilitx  for 
rapid  adjustment  of  the  jamming 
to  B\  eouniermeasirrvs. 

In  conclusion,  therefore,  it  max 
be  said  that,  through  their  pre¬ 
cision.  radio  naxigation  systems 
permit  a  xerx  high  cfficiencx  of 
air  attack  within  certain  range 
limits.  Vhe  defence  can  in  such 
case  appreciahlx  reduce  the  ef¬ 
fectiveness  of  attack  bx  suitanie 
jamming  and  compel  the  atttack- 
ei  to  adopt  more  costlx  mea¬ 
sures  for  a  gixen  result.  Jam¬ 
ming  may  be  interfered  with  bx 
changes  of  frequencx  and  i>lher 
antijantrning  measures,  which 
calls  for  a  great  flexibilitx  in  the 
jamming  organization.  In  manx 
situations  an  effective  jamming 
organization,  as  auxilijux  to  air 
defence,  can  gixe  a  high  xield  in 
relation  o  its  procurement  and 
running  costs. 


The  attacker’s  (B)  evaluation  of  his 
penetration  aids  and  choice  of  strategy 


From  the  preceding  sections  it  If  the  attacker  knew  the  dis-  nation  it  is  necessary  for  the 
will  be  apparent  that  the  attack-  position  of  the  defence  in  detail.  attacker,  when  planning  a  mis¬ 
er  has  a  very  wide  range  of  aids  and  also  the  efficiency  of  his  sion.  to  make  extensive  studies 

and  methods  for  penetrating  the  penetration  aids,  the  problem  on  the  basis  of  various  sets  of 

defences.  The  problem  is  to  de-  would  be  fairly  simple.  But  this  assumptions  concerning  the  tar- 

cide  H-hu  li  to  use  and  Imw  to  is  not  the  case.  The  defence  get  characteristics,  the  efficiency 

mix  and  combine  them  with  capacity  is  not  definitely  known.  of  different  components  of  the 

other  measures  in  order  to  It  is  especially  difficult  for  the  air  defence,  and  the  effect  of  the 

achieve  the  desired  end  in  the  attacker  to  know  the  disposition  attacking  weapons  and  penetra- 

most  effective  way.  and  effect  of  the  special  elec-  tion  aids. 

Certain  combinations  are  fair-  tronic  counter-countermeasures  The  rising  curve  (in  the 

ly  obvious,  e.g.  the  combination  that  may  exist.  The  effect  of  the  figure  below  I  represents  the  pro¬ 
of  attack  and  jamming  against  penetration  aids  is  thus  to  some  bability  of  knocking-out  a  target 

the  air  defence’s  surveillance  ra-  extent  unknown.  The  evaluation  in  the  absence  of  ,tr  defence, 

dar  system.  This  combination  is  is  also  complicated  by  the  fact  Curve  Pj,  represents  the  proh- 

effective  because  it  is  very  diffi-  that  the  aircraft  weapon  load.  ability  of  penetrating  to  a  tar- 

cult  for  an  air  defence  to  procure  and  also  the  number  of  weapon-  gel  despite  air  defence.  This  is  a 

radar  stations  which  are  both  carrying  aircraft,  must  be  re-  falling  curve:  the  smaller  the 

mobile  (and  therefore  difficult  duced  in  proportion  to  the  use  complement  of  penetration  aids, 

to  destroy)  and  resistant  to  jam-  of  penetration  aids.  the  greater  the  quantity  of  wea¬ 
nling.  To  get  to  grips  with  this  sit-  pons  that  can  be  carried,  but  the 
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less,  loo,  is  the  probability  of 
successful  penetration  of  the  air 
defence. 

The  product  of  these  two  curves 
yields  the  third  curve  P,,  the 
probability  of  knocking  out  the 
target  in  the  presence  of  air  de¬ 
fence. 

The  number  of  critical  para¬ 
meters  is  very  great,  and  the 
study  is  complicated  by  the 
number  of  parameter  values  that 
must  be  varied.  But  an  estimate 
can  be  made  of  the  probability 
of  penetration  for  a  given  set  of 
penetration  aids.  The  attacker 
has  thereby  come  a  step  further 
and  obtained  a  valuable  basis 
for  his  choice  of  strategy. 

No  actual  study  has  ireen 
made  for  the  pre.sent  example 
and,  therefore,  one  can  only 
have  an  intuitive  idea  of  what 
might  be  an  effective  strategy 
for  the  attacker. 

One  possible  estimation  might 
give  priority  to  the  following 
measures: 

before  the  outbreak  of  war  to 
concentrate  eleitroiiic  and 
other  niililury  iiilellineiwe  on 
locating  the  air  defence  P- 
band  surveillance  radar  and  S- 
band  low-altitude  surveillance 
radar. 

in  conjunction  with  the  out¬ 
break  of  war  and  in  the  im¬ 
mediately  following  period  to 
destroy  the  air  defence  P-band 
surveillance  radar  and  S-band 
low-altitude  surveillance  radar, 
to  protect  bombing  missions 
by  harrafte  jamming  of  sur¬ 
veillance  radar  on  the  L  and 
S  bands,  by  jamming  of  fight¬ 
er  command  radiocommuni¬ 
cation  and  by  dropping  of 
iiindon-  (L-.  C-.  X-band). 
to  protect  strike  aircraft  by 
dropping  of  window  ( X-band  I. 
to  engage  A.A.  missile  units 
with  anti-radiation  missiles  (L- 
band). 

after  the  outbreak  of  war  to 
concentrate  eleitronic  intel¬ 
ligence  on  checking  the  effect¬ 
iveness  of  combating  P-band 
surveillance  radar  and  Vband 
low-altitude  surveillance  radar. 
It  appears,  however,  as  'hough 


various  other  alternatives  might 
be  equally  effective:  the  attacker 
should  perhaps  refrain  from 
measures  against  the  air  defence 
surveillance  radar  and  use  the 


The  decisions  open  to  the  de¬ 
fence  are  essentially  limited  by 
its  inherently  defensive  char¬ 
acter. 

The  attacker  has  the  initiative 
in  all  respects  and  can  plan  his 
attacks  on  the  basis  of  fairly 
complete  information  concern¬ 
ing  the  air  defence  and  its  weak 
points,  while  himself  being  able 
to  a  large  extent  to  keep  secret 
even  the  main  features  of  his 
plan. 

The  defence  cannot  know  what 
parts  of  the  air  defence  the  at¬ 
tacker  intends  to  attack  with 
weapons,  what  types  of  radar 
stations  will  be  engaged  with 
anti-radiation  mis.siles.  what  jam¬ 
ming  methods  may  be  used,  and 
so  on. 

The  planning  of  the  use  of  the 
existing  air  defence  organization 
and  the  longer-term  planning  for 


corresponding  combat  power  for 
attacking  fighter  aircraft  at  their 
bases,  concentrating  electronic 
intelligence  perhaps  on  locating 
the  A.A.  missile  units,  etc. 


improved  systems  must  there¬ 
fore  be  based  on  alternatives,  so 
that  the  air  defence  will  be 
equally  effective  whatever  the 
form  of  attack. 

The  defender  realizes  that,  if 
he  leaves  any  gap  in  his  de¬ 
fences.  the  attacker  can  get  to 
know  of  and  exploit  it.  The  de¬ 
fender  must  therefore  guard 
against  all  alternatives. 

The  counter-countermeasures 
which  the  defender  can  take 
against  the  attacker's  counter¬ 
measures  are  lai  lind  in  the  form 
of  restrictive  transmission  from 
certain  radar  stations,  shutting- 
down  of  radar  stations  under  the 
threat  of  attack  by  antiradiation 
missiles,  variation  of  frequency, 
regrouping  or  the  like,  and  of 
longer-term  measures  such  as 
modifications  and  new  procure¬ 
ments  of  equipment. 


In  conjunction  with  the  weak  points  discussed,  the  following  ex. 
amples  of  long-term  measures  may  be  noted: 


Weak  point 

Surveillance  radar  vulnerable 
to  self-protective  jamming. 


Fixes  radars  easy  to  attack 
with  weapons,  as  they  can  be 
located  even  in  peacetime. 
Difficulty  of  attacking  low-al¬ 
titude  targets  with  fire  control 
radar  on  account  of  ground 
and  sea  clutter. 

A.A.  missile  system  susceptible 
to  deception  of  homing  device. 


Action 

Establishment  of  a  passive  di¬ 
rection-finding  system  (jam¬ 
ming  aircraft  located  by  taking 
cross  bearings  on  their  jam¬ 
ming  signals). 

Addition  of  a  set  of  mobile, 
e.g.  airborne,  surveillance  ra¬ 
dars. 

New  radar  of  doppler  type 
which  allows  suppression  of 
ground  echoes. 

Introduction  of  ECCM  in  hom¬ 
ing  device.  Procurement  of 
alternative  guidance  systems 
which  cannot  be  jammed  by 
the  same  means. 


Decision  facing  the  defence, 
and  possible 
countermeasures 


45 


Invasion  over  the  sea  is  one  of 
the  forms  of  aggression  which 
every  sea-girt  country  must  con¬ 
sider  when  trying  to  achieve  a 
well-balanced  defence. 

The  defence  of  and  attack 
against  an  invading  naval  force 
offers  excellent  examples  of 
electronic  warfare  and  illustrates 
the  tactical  considerations  which 
must  be  made  on  both  sides  in 
view  of  the  increasingly  im¬ 
portant  role  of  electronics  in 
modern  warfare. 

Out  at  sea  an  invasion  fleet 
can  be  fought  with  a  number  of 
weapons:  submarines,  coastal  and 
naval  missiles,  and  strike  aircraft 
with  different  armaments.  Near¬ 
er  the  home  coast  other  weapons 
may  be  used:  mines,  coastal  and 
naval  artillery,  short-range  mis¬ 
sile  systems.  The  invading  force 
naturally  seeks  to  build  up  a  de¬ 
fense  system  that  is  effective 


against  all  forms  of  weapons, 
but  obviously  attaches  more  im¬ 
portance  to  those  which  are 
judged  to  constitute  the  most 
serious  threat. 

How.  then,  is  an  invader  likely 
to  reason  when  attempting  to 
gain  optimum  protection  against 
a  particular  weapons  system? 
And.  viewing  the  situation  from 
the  side  which  is  going  to  fight 
the  invasion  fleet,  what  can  be 
done  to  reduce  the  effect  of  the 
invader's  protective  measures? 
A  number  of  .steps  in  the  long 
sequence  of  reasoning  leading  up 
to  the  final  choice  of  defence 
system  must  naturally  be  omit¬ 
ted  in  a  short  study,  but  the 
main  factors  involved  might 
nevertheless  be  illustrated. 

The  strategic  and  tactical  con¬ 
siderations  underlying  the  broad 
plan  for  the  invasion  may  be 
disregarded.  It  may  be  assumed 


that  the  targets  to  be  protected 
are  grouped  in  a  number  of 
separate  and  identical  configura¬ 
tions  or  convoys.  F.aeh  convoy  is 
assumed  to  consist  of  a  large 
number  of  identical  vessels.  To 
simplify  the  calculations  in  the 
example  to  be  presented  below, 
one  may  assume  that  each  con¬ 
voy  is  of  circular  form. 

For  the  main  protection  of 
each  convoy  against  air  attack 
there  are  a  number  of  destroyers 
equipped  with  A. A.  missiles. 
.Since  the  convoy  is  gathered 
within  a  circular  area,  the  guid¬ 
ed  missile-armed  destroyers  are 
grouped  in  a  circle  (see  drawing 
above). 

The  main  weapon  for  engag¬ 
ing  the  convoys  is  assumed  to  be 
strike  aircraft  equipped  with  air- 
lo-surface  missiles.  The  invader 
is  assumed  to  have  cogni7.ance 
of  this.  The  missiles  have  a  given 
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range  and,  after  being  launched, 
are  guided  to  the  target  by  an 
active  radar  hunting  device.  This 
means  that  the  strike  aircraft 
can  return  as  soon  as  they  have 
launched  their  missiles. 

t  he  contest  to  be  fought  may 
be  divided  into  a  series  of  duels, 
of  which  three  will  be  studied. 
The  first  is  a  range  duel,  the 
main  factors  in  which  are  the 
ranges  of  the  air-to-surface  mis¬ 
siles  and  A. A.  missiles,  and  the 
ranges  of  their  respective  radar 
equipment.  In  the  second  duel  a 
study  will  be  made  of  how  jam¬ 
ming  of  the  A. A.  missile  system 
by  the  strike  aircraft  affects 
their  chances  of  survival.  The 
third  duel  concerns  the  jamming 
of  the  homing  devices  in  the 
air-to-surface  missiles.  This  study 
also  shows  how  a  given  number 
of  jammers  should  be  grouped 
for  optimum  protection. 


The  range  duel 

It  is  here  a.ssumed  that  the  range 
of  the  air-to-surface  missiles  is 
fixed  and  cannot  be  changed, 
but  that  the  opposing  side  does 
not  know  their  range  with  ab¬ 
solute  certainty.  Since  these  mis¬ 
siles  are  assumed  to  constitute 
the  main  threat  it  is  natural  that 
the  invader  tries  to  group  the 
destroyers  at  a  distance  from  the 
convoy  which  gives  the  max¬ 
imum  A. A.  missile  effect  against 
the  strike  aircraft,  from  which¬ 
ever  direction  the  attack  comes. 
This  latter  condition  suggests  a 
symmetrical  grouping  of  the  de¬ 
stroyers.  The  grouping  must, 
however,  not  be  so  critical  as  to 
yield  a  considerably  inferior  ef¬ 
fect  if  the  range  of  the  air-lo- 
siirface  missiles  is  not  exactly 
that  which  is  judged  to  be  most 
probable. 


An  A. A.  missile  unit  has  a 
given  effective  intercept  zone 
within  which  its  missiles  can  hit 
a  target.  The  outer  limit  of  the 
intercept  zone  is  affected  by 
several  factors:  in  this  study, 
however,  we  shall  assume  the 
only  limiting  factor  to  be  the 
range  of  the  missile  engine,  the 
outer  limit  thus  being  a  circle. 
Adjoining  the  A. A.  missile  unit 
is  a  dead  zone,  where  one  can¬ 
not  count  on  a  hit  as  the  missile 
cannot  be  guided  during  its  ac¬ 
celeration  phase.  The  dead  zone 
may  often  be  approximated  to  a 
circle. 

It  is  often  impossible  to  utilize 
the  outer  part  of  the  intercept 
zone  owing  to  the  detection 
range  being  loo  short  or  the 
system's  reaction  lime,  in  rela¬ 
tion  to  the  speed  of  the  targets, 
being  loo  long.  As  a  rule,  more¬ 
over.  certain  firing  restrictions 


:iic  iiiiposcti  hy  the  lociKkms  of 
one's  own  units.  In  general,  of 
coiir>c.  the  longer  a  target  re¬ 
mains  within  the  intercept  zone 
of  an  A. A.  missile  unit,  the  more 
shots  the  unit  can  fire  with  a 
prospect  of  hitting  the  target.  In 
this  case  the  targets  consist  of 
strike  aircraft  which  turn  hack 
at  a  given  distance  from  the 
convoy.  An  A. A.  missile  unit 
which  gets  a  target  within  its 
intercept  zone,  therefore,  should 
achieve  the  greatest  effect  if 
located  at  a  distance  from  the 
citnvoy  equal  to  the  distance  at 
which  the  aircraft  turn  about,  as 
firing  in  the  rear  180  -sector, 
where  its  own  ships  are.  would 
he  impermissible.  With  a  given 


ntniihcr  <>l  on  !hc 

other  hand,  a  larger  nunihcr  of 
units  should  he  ahic  to  engage  a 
target  if  the  destroyers  are  group¬ 
ed  close  together,  as  the  inter¬ 
cept  zones  then  overlap.  Which 
of  these  two  alternatives  should 
he  adopted  cun  hardly  be  decided 
on  general  grounds. 

In  the  example  given  helow. 
the  situation  has  been  analysed 
quantitatively.  The  measure  of 
the  destroyers'  A.A.  missile  ef¬ 
fectiveness  has  been  taken  as  the 
number  of  missiles  fired  with 
prospect  of  hitting  a  target.  The 
number  of  prespective  hits  (en¬ 
gagements)  is  calculated  under 
given  conditions.  This  number 
is  denoted  F. 


BATTLE  EXAMPLE 

■'his  e.xample  will  present  the 
results  of  calculations  of  the 
number  of  prospective  A.A.  mis¬ 
sile  hits  tinder  given  assumptions. 
Ihc  A.A.  missile  system  is  as¬ 
sumed  to  have  the  following 
data. 

Max.  range  2.“'  km. 

Min.  range  (dead  zonel  i  km. 
Average  veUtcily  600  m  sec. 
l  ime  delay  from  detection  to 
first  launching  20  sec. 
rime  delay  from  intercept  to 
next  launching  10  sec. 
.Surveillance  radar  range  40 
km. 

The  missiles  arc  of  scmi-.tciive 
homing  type  and  travel  on  an 
ideal  straight  path  to  the  cal¬ 
culated  point  of  impact.  Every 
guided-missile-arnicd  destroyer 
has  been  allotted  a  firing  sector 
limited  hy  the  hearings  to  its 
neighbouring  destroyers.  One 
round  consists  of  one  A.A.  mis¬ 
sile. 

I  he  attacks  on  the  convoy  are 
made  on  a  squadron  basis,  i.e. 
with  8  aircraft.  The  squadron  is 
divided  into  four  pairs,  but  these 
arc  so  closely  grouped  that  the 
longitudinal  and  lateral  disper¬ 


sion  of  the  squadron  may  be  dis¬ 
regarded.  The  aircraft  fly  at 
30(1  m  sec. 

The  range  of  the  air-lo-siir- 
face  missiles  is  such  that  (he 
launching  aircraft  can  turn  at  a 
distance  of  16  km  from  the 
centre  of  the  convoy.  Fhis  dis¬ 
tance  is  denoted  R, .  After  the 
aircraft  have  turned,  no  A.A. 
missile  is  assumed  to  he  able  to 
obtain  a  hit. 

The  number  of  destroyers  is 
of  no  concern  for  the  purpose  of 
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AssiiiiiiJig  ideal  operations 
control,  so  that  perfect  target 
allocation  is  achieved  and  no 
double  engagements  occur,  the 
niiiiihtr  i>t  tiinriiil 

will  he 

I.  —  h  •  p„ 

where  p,,  is  the  probability  of 
hit  hy  A.A.  missiles  under  un- 
jummed  conditions. 

In  the  example  E  is  found  to 
be  6.  If  p,,  is  taken  as  0.7.  the 
losses  will  be  4.2  aircraft.  As  8 
aircraft  are  assumed  to  he  used 
in  each  attack,  only  3,8  aircraft 
would  survive  the  attack.  This 
corresponds  to  a  survival  proba¬ 
bility  of  0.48.  altogether  too  low 
a  figure  to  be  acceptable.  Mea¬ 
sures  to  increase  the  probability 


the  study  and  will  he  taken  as  6. 
By  fairly  simple  methods  one 
can  now  calculate  the  number  of 
prospective  hits  hy  A.A.  missiles 
as  function  of  the  distance  of  the 
destroyers  from  the  centre  of 
the  convoy.  This  distance  is  the 
radius  of  the  destroyer  circle  and 
is  denoted  R.|.  The  exact  posi¬ 
tion  of  each  destroyer  is  not 
known  to  the  attacking  aircraft, 
and  wc  must  therefore  make  cal¬ 
culations  for  a  number  of  al¬ 
ternative  and  equally  probable 
directions  of  surface-to-air  mis¬ 
sile  attack.  By  then  forming  a 
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of  survival  must  therefore  be 
taken.  One  such  measure  is  to 
operate  with  larger  formations, 
hut  this  will  not  he  discussed 
here.  Another  is  to  jam  the  A. A. 
missile  system.  The  duel  between 
the  jammers  in  the  strike  air¬ 
craft  and  the  A. A.  missile  sys¬ 
tem  will  be  studied  in  the  follow¬ 
ing  section. 

A.A.  missile-jammer  duel 

An  A.A.  missile  system  of  the 
kind  described  is  for  its  proper 
function  dependent  on  a  number 
of  electronic  systems,  which  are 
more  or  Jess  susceptible  to  dif¬ 
ferent  kinds  of  jamming.  The 
first  electronic  systems  to  come 
into  operation  are  the  surveill- 


nioan  value  over  all  directions. 
the  aniU'ipuled  number  of  hits  is 
obtained  for  attack  on  the  con- 
voy  from  an  arbitrary  direction. 

As  the  opposing  side  does  not 
exactly  know  the  range  of  the 
air-to-surface  missiles,  which  is  i; 
what  determines  the  turning  dis-  ,• 
tance.  the  calculation  procedtire  ) 
must  be  repealed  for  turning 
distances  of  12.  14.  18  and  20  j 
km.  The  results  of  the  calcula-  j 
tions  are  presented  diagrammat-  j 
ically  (below  left),  where  the  i' 
number  of  A.A.  missile  hits  <H)  | 

is  plotted  as  function  of  the  ! 
radius  of  the  destroyer  circle  § 
iRj)  with  turning  distance  (K,)  as  ^ 
parameter.  ■ 

It  will  be  seen  that  the  maxi-  y 
mum  number  of  hits  is  obtained  1 
if  R,i  is  equal  to  R,  (exception  j 
R,  =:  12).  If  the  invader  is  ab-  | 
solutely  sure  that  R,  ^  16  km.  I 
he  chtHises  Rj  =  16  km.  He  can-  1 
not  be  100  per  cent  sure,  how-  | 
ever,  and  so  must  adopt  some  I 
kind  of  risk  criterion  in  the  se-  ' 
lection  of  Rj.  In  this  case  R,  =  'J 
16  km  and  one  sees  that  the  j 
number  of  A.A.  missile  hits  is  J 
roughly  the  same  if  Ra  is  some-  ^ 
where  in  the  interval  12 — I.S  km.  J 
where  F,  is  very  close  to  6.  j 


ance  radars.  Jamming  of  these 
delays  and  may  even  prevent 
detection  of  the  attack,  which, 
of  course,  limits  the  number  of 
A.A.  missile  engagements  and 
so  reduces  the  losses. 

The  surveillance  radar  stations 
can  be  jammed  in  many  different 
ways,  some  of  which  will  he 
described  below.  One  of  the 
more  obvious  melhtnls — the  ef¬ 
fect  of  which  can  be  reasonably 
well  predicted — is  barrage  jam¬ 
ming.  e  g.  with  wide-band  noise. 
This  “drowns"  the  aircraftechoes 
in  the  jammed  sectors  on  the 
radar  indicators. 

This  method  of  jamming,  how¬ 
ever.  involves  certain  difficulties 
and  risks.  A  modern  naval  ves¬ 
sel  is  usually  equipped  with 
more  than  one  surveillance  sys¬ 
tem.  and  they  generally  work 
within  different  frequency  bands. 
A  considerable  amount  of  jam¬ 
ming  equipment  is  therefore 
needed  to  cater  for  all  systems. 
The  radar  stations  may  als»)  be 
equipped  with  auxiliary  apparatus 
which  determines  the  hearings  of 
the  jammers.  By  combining  the 
bearings  measured  from  different 
jammed  radars,  the  locations  of 
the  jammers  can  be  determined 
with  sufficient  accuracy  to  direct 
fire  control  and  illumination  ra¬ 
dars  onto  them.  If  the  jammers 
are  carried  by  aircraft  in  the 
attacking  force,  there  is  clearly 
a  great  risk  of  their  being  en¬ 
gaged. 

If  the  jamming  comes  from 
special  jamming  aircraft,  which, 
for  example,  may  fly-in  behind 
the  attacking  force  (stand-off 
jamming),  the  attacking  force 
may  perhaps  go  in  unscathed.  If 
the  jamming  aircraft  keep  out¬ 
side  the  range  of  the  A.A.  mis¬ 
siles.  they.  too.  can  operate  in 
safety.  An  analysis  of  this  case, 
however,  shows,  that  very  great 
tactical  difficulties  arise  in  the 
coordinatk  i  of  jamming  and 
attack  operations. 

In  view  of  the  large  distances 
effective  jamming  of  a  particular 
surveillance  radar  can  be  count¬ 
ed  on  only  when  its  aerial  lobe 


hears  upon  the  jammer.  I  his  is  a 
very  serious  limitation,  as  a  strike 
aircraft  is  sure  to  escape  detec¬ 
tion  by  a  surveillance  radar  onh 
when  it  is  within  a  sector  arotrnd 
the  radar-jammer  bearing,  the 
width  of  which  is  equal  to  the 
radar  aerial  lobe.  i.e.  of  an  order 
of  2 — 10  .  Since  the  guided-mis- 
sile-arrnetl  destroyers  are  spread 
over  a  fairly  wide  area,  not  onis 
must  there  be  a  large  number  of 
jammers  but  their  locations  nnist 
be  successively  adjusted  as  the 
strike  aircraft  approach  the  de¬ 
stroyers  if  detection  is  to  be 
effectively  prevented.  Ihere  are 
other  electronic  systems  which 
can  be  jammed  by  other  meth¬ 
ods  which  are  very  imich  less 
exacting  bolti  tactically  and  in 
respect  of  ihi  iiiiantily  of  jam¬ 
ming  equipment.  It  is  natural, 
therefore,  that  the  choice  should 
fall  primarily  on  such  ittcihods. 

The  illuminating  radar  of  a 
semiactivc  hunting  A.A.  missile 
system  could  also  be  jammed  in 
several  ways.  Pure  barrage  jam¬ 
ming  of  the  illtiminaling  radar, 
of  course,  affects  the  homing 
vlevice  as  well,  as  the  latter  nor¬ 
mally  ojterates  on  illuminating 
radar  signals  reflected  from  the 
target.  A  nutdern  homing  device 
is  rvften  designed  to  switch  over 
to  passive  tracking  and  home  ttn 
the  jamming  signals.  Clearly, 
therefore,  barrage  jamming  of 
illuminating  radar  from  the  strike 
aircraft  cannot  be  cttnsidcrcd  to 
affvtrd  protection.  Stand-off  jam¬ 
ming  is  also  conceivable  in  this 
case,  but  the  tactical  require¬ 
ments  on  the  jantming  aircraft 
are  even  greater  than  for  jam¬ 
ming  of  surveillance  radar,  since 
an  illumination  radar  has  a  nar¬ 
rower  aerial  lobe  than  a  sur¬ 
veillance  radar. 

Brrlh  illumination  radars  and 
homing  devices  can  be  opposed 
by  different  forms  of  vicceptivc 
jamming.  These  are  usually  verv 
effective  and  reqtiire  only  a  ntttd- 
erate  quantity  of  jamming  ap- 
paralits.  one  reason  being  that  it 
is  hardly  necessary  to  counter 
more  than  one  kind  of  A.A.  mis¬ 
sile  system.  Deceptive  jantnting 
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The  Swedish  strike  aircraft  A  32  Lansen  in  twin  lormation.  Each  plan  carries 
two  air-to-surlace  missiles  type  RB  04. 


can  he  done  in  many  ways,  but  formation  in  some  important  losses,  which  means  that  a  larger  I 

the  characteristic  feature  of  this  respect.  The  most  common  forms  number  of  air-to-surface  missiles 

form  of  jamming  is  that  the  jam-  are  range  deception,  angular  dc-  can  be  launched. 

ming  signals  resemble  the  true  ception  and  speed  deception.  Factors  affecting  the  effect  of 

echo  signals  btit  are  distorted  so  The  main  effect  of  deceptive  jamming  are  the  tactics  adopted 

that  the  radar  is  given  false  in-  jamming  is  reduction  of  aircraft  by  the  attacking  aircraft,  the 
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number  of  aircraft  carrying  jam- 
ntcrs,  and  the  jammer  perform¬ 
ance.  e.g.  outpirt  power  and 
aerial  syNtem.  The  diagram  (left) 
show>  how  the  losses  of  aircraft 
in  a  particular  case  depend  on 
the  number  of  jammer-carry¬ 
ing  aircraft  and  on  the  effective¬ 
ness  of  the  jammers.  This  can  be 
measured  in  percentage  of  A. A. 


missile  launchings  which  can  he 
jammed. 

This  second  study  has  shown 
that  KC'M  can  reduce  losses  and 
increase  the  number  of  air-to- 
surface  missile  launchings.  The 
next  study  will  illustrate  what 
the  invading  force  can  do  abtrut 
the  air-to-surface  missiles  which, 
after  being  launched,  arc  on 


their  Way  towards  the  convoy 
with  their  homing  devices  in 
operation. 

Duel  between  air>to-surface 
missiles  and  jammers 

What  can  the  invading  force  do 
to  guard  against  the  air-to-sur- 
face  missiles?  The  A. A.  guns  on 
some  landing  craft  or  on  other 


Th*  UnltMl  Slain  and  Iha  Sovlal 
Union  bolh  poantt  tavaral  lypaa  ol 
A.A.  mlnlla  aquippad  ahipa.  (Lall)  A 
Soalal  guidad-mlaalla  armad  dealroirar 
ol  Kynda  claaa,  (righi)  Iha  U.S.  IlghI 
crulaar  Oalvnion  wllh  Tarriar  aur- 
taea-lo-alr  mlaalla  ayalam. 
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voNscIs  in  the  con\o\.  e  g.  niinc- 
swccpciN  i>r  Mibinarinc  chasers, 
uill  nHooi  down  some  of  the 
missiles.  An  aii-lo*siirfaee  mis¬ 
sile  is  a  small  target,  however, 
and  is  not  si>  easN  to  hit.  espec¬ 
ially  at  Um  altitude.  Other  pro¬ 
tective  measures  must  be  taken, 
therefore,  apart  from  pure  fire¬ 
power.  One  effective  method  is 
to  jam  the  missile  homing  device. 

I  hese  homing  device^^ — like 
those  in  A..\.  missiles — can  be 
jammed  in  many  different  wavs, 
which  will  not  be  discussed  here. 
We  consider,  instead,  that  the 
invading  force  has  decided  ui 
emplov  barrage  jamming  to  pre¬ 
vent  the  homing  missiles  from 
locking  on  target.  .As  ihe  ct>nvo> 
ci>nfiguration  is  circular  and  an 
attack  mav  lx*  expected  fRur  anv 
directum,  it  is  natural  that  the 
iammers.  too.  shv>uld  be  grouped 
in  a  circle. 

Ihe  invading  force  cannot 
kiu>w  e\acll>  the  characteristics 
of  the  air-to-surface  missile  and 
must  therefore  be  very  careful 
in  the  choice  of  carriers  for  the 
jammers.  Whether  a  homing  de¬ 
vice  can  be  swiicheil  over  to 
passive  tracking  of  jammers  is 
practically  impossible  to  discover 
by  electronic  intelligence.  The 
invader  nuisi  consider  this  poss¬ 
ibility  and  should  therefore  avoid 
placing  jammers  in  the  landing 
craft.  Otherwise  the  janmters 
might  attract  air-to-surface  mis¬ 
siles  and  prove  a  greater  hazard 
to  the  carrier  vessel  than  if  it 
contained  no  jammer.  The  num¬ 
ber  of  jatnmers,  morciwer. 


TM«  diagram  ahowa  tiow  It  la  poas- 
ibla  to  find  tha  optimal  radius  of  the 
circle  on  which  the  jammert  are 
placed. 


would  be  quickly  decimated.  One 
alternative  is  to  place  the  jam¬ 
mers  in  special  vessels  so  con¬ 
structed  that  thev  do  not  irigger- 
off  the  proximity  fii/es  of  the  air- 
to-surface  missiles.  I  his  would 
involve  practical  Jiflictiltics. 
which,  however,  will  not  be  dis¬ 
cussed  here:  instead  we  siinplv 
assume  that  the  jammers  me  ntU 
ilcnced  bv  the  missiles. 

This  reasoning  shows  how  the 
invader  is  forced  inti'  adopting 
measures  which  have  both  opera¬ 
tive  consequences  and  nuiv  in¬ 
volve  an  cctvnomic  sacrifice  ow¬ 
ing  to  his  lack  of  knowledge  of 
the  characteristics  of  the  hom¬ 
ing  device. 

Ihe  laclois  determining  the 
effectiveness  of  jamming  in  this 
c.ise  are  the  peifoiniance  of  the 
homing  device  and  the  characier- 
isiics  and  geometrical  arrange¬ 
ment  of  the  jammers,  hor  given 
characteristics  of  homing  device 
and  jammer  the  positioning  of  a 
given  niimlvr  of  jammers  can  be 


found  which  ensures  the  greatest 
janiming  efficiency.  I  he  efficien¬ 
cy  may  be  measured,  for  ex¬ 
ample.  In  lerms  of  the  proba- 
bllitv  of  preventing  a  homing 
device  from  locking  on  target 
irrespective  t>f  the  directum  t)f 
attack. 

Ihe  diagram  below  shows  the 
resiili  of  a  calculation  with  fic- 
live  homing  devices  and  jam¬ 
mers.  The  object  is  to  illusiraie 
ih.ii  there  is  an  optimal  length  of 
radius  (K,  )  of  the  circle  along 
which  the  jammers  are  assumed 
\o  be  guniped. 

I  here  are  several  other  ele¬ 
ments  in  the  sketched  situation, 
each  id  which  can — and  often 
must  -be  subjecled  to  detailed 
studv  and  optimization  analvsis. 
Ihe  inienuon  here  has  been 
mcrelv  lo  give  examples  of  duels 
which  luav  aiise  in  conjplicaled 
bailie  suuaiions.  and  lo  shi»w 
lhat  eleclionic  warfare  can  be 
studied  b\  ihe  same  methods  as 
other  forms  ol  warfare 


iMwiMr  efr«^  (km) 


52 


Tele¬ 

communication 


in  Land 
Warfare 


Transmitter 


1 


On  the  short-wawe  band  space  wave  propagation  via  the  ionosphere  can 
provide  a  large  range,  but  there  is  a  severe  congestion  ol  stations  on  the 
ireguency  scale. 


In  liinJ  art  arc  clcclronics  is 
nsc\t,  among  other  purp^JNCs.  lor 

t  ret  itnniii^uini\' 

and  Uniiiittn. 


Communication 

--the  Iraiismission  of  i>idei>.  re¬ 
ports  etc. — can  lake  place  h\ 
wire  or  radio.  In  quiekU  chang¬ 
ing  situations  there  is  often  no 
lime  to  establish  wire  eomimini- 
cation,  and  a  wire  network  mas 
also  be  damaged  b\  enems  ac¬ 
tion.  Radio  eommnnieaiion 
therefore  vital.  I  he  threal  of 


atomic  weapons  necessilales  wide 
dispersion  and  mobility  of  units 
and  places  great  demands  on  the 
range  of  radu»  stations. 

Several  Irequencv  bands  are 
used  Uu  ladiiHJommunications 
ip.  17).  I  hanks  to  ionospheric 
reflection  sfutr/  u  um-  can  Iv  used 
over  long  distances,  e  g-  tor  com¬ 
munication  between  Staff  H.Q.s. 
(  onununication  may  tv  by  icle- 
prinier.  telegraphs,  lelcphonv  or 
video  transmission. 

With  small  heights  of  aerial 
the  /«»»(•;•  I  ///  hiinj  is  usable 


t»ver  short  distances  igenerallv 
not  iiuue  than  20  ktii  t>r  so)  and 
is  emploved  Ivtween  small  units. 
(  ommunicaiion  is  usttallv  bv 
telephonv . 


ffiu'fur  hfifui  fn  ii'\  are  n^ed 
for  communication  over  radio 
links  which,  with  suilablv  plaecil 
directional  aeriaK.  can  emei 
shorter  m  longer  disianees  in 
one  v'l  nunc  hops. 

Radio  link  eomnumieatii'n  is 
used  ehieflv  between  htghei 
staffs  and  mav  lx*  by  teleprinter, 
telephonv  i»i  video  iransmissiun. 


Receiver 


Good  communication  becomes  increasingly  important  with  greater  mobility  and  dispersion  of  units. 


The  development  of  semiconductor  components  and  integrated  circuits 
favours  a  mass  effort  with,  perhaps,  first-sized  jammers  against  radio  com¬ 
munication  centres  and  staff  headquarters. 


gfiUKui  Ma\c‘  a{|c'nii:il(4>n  can  Sv 
U’liiiccJ  l>\  piiKiiii:'i:  a  icmmuv 
ahlv  ticc  line  oi  Muht  li>  the 
tiansinittci 

I  his  can  Munciiino  Iv  .ichicv  ■ 
Cc!  In  placini:  ihc  siiinal  intci 
ccplinn  <»r  ianiniing  stalii'ii  imi  a 
hill  CM  nu>unlini:  the  aerial  on  a 
hieh  iiiasl.  \  e/>  i*/eal  ailvaniace'' 
can  he  caineci  ihroiijih  the  s^a\e 
piavpaJatiiMi  on  iheve  banJ'^  ii 
ihe  apparalON  is  placeil.  ti>i  ev- 
aniple.  in  a  helitaipler  cireline  al 
a  Miitahle  alliUule. 

In  I'peiatinj:  against  radii' 
links  there  i'*  the  added  pn'hlem 
that  the  link  siaiii'ns  nsc*  direc¬ 
tional  aerials.  Al  leasi  ti'r  jain- 
niinu.  ihereti'ic.  I'ne  nuist  usiial- 
l\  make  sure  lhat  the  jamniine 
siena)  eniers  ihe  main  lobe  t'f 
the  link  aerial. 


On  the  short-vrave  band  signal  in¬ 
terception  and  jamming  via  ionos¬ 
pheric  reflection  can  be  effected 
over  large  distances.  But  the  same 
wave  propagation  conditions  also 
involve  a  great  risk  of  conflicts  with 
one's  own  short-wave  communica¬ 
tions  at  other  places. 
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For  jamming  on  the  VHF  band  it  is  ol  great  value  to  operate  <rom  a  fair  height  ^o  as  to  diminish  the  ground  wave 
attenuation,  in  which  case  a  small'power  jammer  will  often  suffice.  Anchored,  electrically  driven  helicopters  have 
lately  been  developed  lor  several  purposes,  e.g.  carrying  of  aerials  or  complete  jamming  equipments. 


intciccpiion  I .uliovoininu- 
nic'.ilioii  ni.is  >civc  thicc  pii»- 

p<»H’‘'.  N  1/ 

•  InIciccpUon  ol  oi\lv.‘iv  o\  ic- 


poits  loi  the  sake  <*t  the  in 
toniKilii'n  lhe\  ev’iilain. 

<9  I )iiection-tnuhivj  loi  loealioti 
»»!  Ii.iiisniilteis.  aiiJ  si»  oUen 


«»)  st.iUv  i)|  unii' 

9  1  lequeiKA  iJeiUil  le.il  u»ii  loi 

opeiaiioiis 

\s  alie.ulx  lu'led.  laminin*: 


For  jamming  of  a  radio  link  the  jammer  must  generally  be  in  the  main  lobe  of  a!  least  one  ot  the  link  aerials  and 
preferably  of  the  line  of  conneciion  between  the  stafiorss.  This  may  cause  difficult  technical  and  tactical  problems. 
Interception  of  radio  (ink  signals  can.  on  the  other  hand,  sometimes  be  done  also  in  the  side  lobes  ot  the  aerials. 


For  narrow-band  Jamming  on  a  frequency  band  uaed  by  both  parties, 
a  signal  analysis  equipment  and  skilled  operators  are  usually  re¬ 
quired.  Ground-based  Jammers  must  generally  have  a  high  power 
output. 


For  lamming  at  parts  of  the  VHF  band  used  solely  by  the 
enemy  In  a  given  area,  use  can  be  made  ol  automatic  narrow- 
band,  wide-band  or  repeater  apparatus.  This  may  be  of 
"black  boa"  type  suspended  under  a  helicopter,  which  has 
the  advantage  ot  reduced  ground  wave  attenuation. 


can  be  done  from  ground  sta¬ 
tions  or  aircraft.  Narrow-band, 
wide-band  or  repeater  jamming 
may  be  used  according  to  need 
and  the  facilities  possessed. 

Narrow-band  jamming  may  be 
advisable  on  short  wave  or  when 
the  htime  forces'  and  enemy 
traffic  channels  are  mixed  with¬ 
in  the  same  band.  Wide-band  or 
repealer  jamming  may  be  adopt¬ 
ed.  for  example,  in  the  VHF 
range  when,  at  least  temporarily, 
the  enemy  alone  is  forced  to  use 
the  bund  in  a  particular  area. 

Ground-based  jammer  sta¬ 
tions  usually  require  high  out- 
puls.  while  airborne  jammers  on 
the  VHF  band  can  generally 
operate  at  low  powers.  The  ap¬ 
paratus  may  be  manually  or 
automatically  operated. 

The  development  of  semieon- 
ductor  components,  integrated 


circuits  etc.  favours  aiilomatic 
types  of  equipment,  such  as  air¬ 
borne  jantmers — also  small  in¬ 
expensive  jammers  for  mass  use 
around  staff  headquarters  etc. 

Counteraction  of 
signal  interception 

If  messages  are  coded,  the  en¬ 
emy  has  greater  difficulty  in  in¬ 
terpreting  intercepted  signals,  and 
the  lime  delay  may  prevent 
use  of  the  information  gathered. 

If  a  message  is  stored  in  a 
suitable  way  and  then  Iransmillcd 
very  rapidly,  the  risk  of  discov¬ 
ery  is  reduced. 

Good  radio  discipline  precludes 
unnecessary  leakage  of  informa¬ 
tion  and  cuts  down  the  trans¬ 
mission  time,  thus  reducing  the 
possibility  of  interception  and 
jamming. 


SIgraImvmgv 
after  eem^TMiton 

Higfi-tpMd  transmistton  reduces  the 
risk  ol  interception  and  protects 
against  many  types  of  Jamming.  A 
message  of  some  seconds  in  length 
can  be  compressed  to  a  lew  hun¬ 
dredths  ol  a  second. 


The  effect  ol  Jamming  can  be  reduced 
by  using  directional  aerials,  the 
aerial  gain  in  the  main  lobes  In¬ 
creases  the  traffic  signal,  while  the 
Jamming  Is  attenuated  in  the  side 
lobes.  Signal  intercepllon  Is  also 
more  difficult  In  the  latter. 


On  th*  VHF  band  and  at  higher  Ire- 
qitanciat  one  can  attempt  to  utllUe 
the  terrain  to  reduce  the  effect  ol 
jamming. 


By  Inetalllng  a  relay  atatlon  one  can  reduce  the  diatance  be¬ 
tween  communicating  atatlon*,  increaae  the  atrength  of  the 
traffic  aignat  and  ao  the  reaiatance  to  Jamming. 


The  effect  of  jamming 
can  be  reduced 

The  ability  of  a  radio  transmitter 
to  override  jamming  can  be  in¬ 
creased  by  suitable  choice  of  the 
type  of  radio  signal,  by  raising 
the  power  and  by  the  use  of  a 
directional  aerial. 

The  radio  receiver  can  be 
equipped  with  an  aerial  which 
attenuates  signals  from  certain 
bearings. 

By  rapid  changes  of  channel 
certain  types  of  jamming  can  be 
avoided  at  least  for  short  periods. 

An  appropriate  locution  of  the 
station  cun  often  reduce  the 
effect  of  jamming.  As  regards 
the  VHF  band  and  .'i.'gher  fre¬ 
quencies.  for  example,  the  sta¬ 
tion  can  be  placed  close  to  hill 
which  shields  it  against  the  jam¬ 
mer  but  not  against  the  com¬ 
municating  station.  Sometimes, 
too.  the  distance  between  com¬ 
municating  stations  can  be  re¬ 
duced  by  means  of  intermediate 
(relayl  stations,  so  rendering  the 
traffic  less  sensitive  to  jamming. 

Probtoms  of  communication 
jamming 

Signal  interception  and  jamming 
of  radio  communications  cannot 
generally  be  conducted  simulta¬ 


neously.  Not  only  does  the  flow 
of  information  cease  if  the  jam¬ 
ming  is  effective,  but  often  the 
jamming  masks  the  radio  signal 
in  the  interception  receiver  as 
well. 

If  both  contestants  use  the 
same  frequency  band  and  the 
traffic  channels  arc  mixed  or 
even  identical,  this  must  natur¬ 
ally  be  taken  into  account  so 
that  the  jamming  signals  do  not 
prevent  important  communica¬ 
tions  of  one’s  .>wn. 

On  the  short  wave  band  ion¬ 
ospheric  reflection  can  make  a 
jamming  signal  effective  at  al¬ 
together  different  places  from 
tho.se  intended.  f)n  the  VHF 
band  and  at  higher  frequencies 
the  range  of  the  jammer  is  quite 
effectively  limited  by  the  "radio 
horizon";  it  is  therefore  prsssiblc 
within  a  limited  area  to  jam 
certain  channels  or  frequency 
bands  which  in  another  area  arc 
used  for  one's  own  communica¬ 
tions.  At  high  frequencies  tgen- 
crally  those  used  on  radio  links) 
efficient  directional  aerials  can 
he  used  for  jamming.  This  has 
the  advantage  of  a  strong  jam¬ 
ming  signal  in  the  aerial  lobe 
and  of  reduced  risk  of  jamming 
of  one’s  own  communicati  ms. 


even  if  they  use  the  same  chan¬ 
nels  or  frequency  bands. 

In  every  tactical  situation  the 
use  of  jamming  involves  the  fol¬ 
lowing  decisions; 

•  .Should  interception  or  jam¬ 
ming  of  radio  communication 
be  adopted’.’ 

•  Will  one’s  own  vital  com¬ 
munications  be  injured  by 
one’s  own  jamming'.’ 

Often  the  decision  is  an  easy 
one.  (ommimications  between 
higher  staffs  are  frequently  of 
such  a  nature  that  the  delay — of 
an  order  i>f  hours — caused  by 
the  jamming  is  of  no  great  sig¬ 
nificance.  VHF  communications 
between  lower  units,  on  the  other 
hand,  arc  often  vital  during  short 
periods,  c.g.  for  ailillery  fire 
control.  In  this  case  much  can 
be  gained  by  jamming  during 
suitable  phases  of  the  operations 
when  the  jamming  side  is  not  in 
urgent  need  of  radiiKomntunica- 
lion  within  the  particular  fre¬ 
quency  range  and  sector  of  ter¬ 
ritory.  rhere  may  also  be  fre¬ 
quency  bands  within  the  VHF 
range,  for  example,  which  arc 
used  by  one  contestant  alone, 
and  in  such  case  the  other  can 
jam  these  .>ands  without  disturb¬ 
ing  his  own  communications. 
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